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MyHuuunajibHoe 010/:KeTHOe I0IIK0JIbHOe 00pa3oBaTe/ibHOe yUpeskaeHue
«Sean-can «Buromay MyHMIMNIAJIbHOT0 00Pa30BaHUs
Yepuomopckuii paiion Pecnyoanku Kpsim

=

IIPUKA3

30.03.2026 rona nrt YepHomopckoe Ne 142-on

OO0 yTBep KIeHUM HHCTPYKIM A
0 3a1UTe NEePCOHATbHBIX JaHHbBIX

Bo ucnonmuenne @enepanpHoro 3akoHa Poccutickoit @eneparuu ot 27.07.2006 1. Ne 149-
®3 «0O6 wuHbopmanuy, HWHOOPMALMOHHBIX TEXHOJOTUAX M O 3alUTe HHPOPMAIUH»,
®enepanpHoro 3akoHa Nel52-®3 or 27.07.2006 r. «O mnepcoHaIbHBIX JAHHBIX» W IMPOYMX
HOPMAaTHUBHBIX JOKYMEHTOB II0 3amuTe WHQOpMAaIu, a TakkKe C IeNbl0 00ecreueHus
0e30macHOCTH MepcoHaIbHbIX JaHHBIX B MBJIOVY «Slcnu-can «BuTtormay,

INPUKA3BIBAIO:

1. VYr1Bepmuth W BBeCcTH B AciicTBUE MHCTpyKIMIO MOJb30BaTens WH()OPMAIMOHHBIX
cucteM nepcoHanbHbIX TaHHbBIX MBJIOY «Scmu-can «Buromay (ITpunoxenue 1 k HacTosieMy
[Tpukaszy).

2. YTBepAWTH W BBECTH B JielicTBUE HCTPYKITHIO 110 MapOIbHOM 3amuTe nHGOpMaIuu B
MBJIOY «Scnu-can «Butomray (ITpunoxenue 2 k Hactosmemy [Ipukasy).

3. VYrTBepautb U BBeCTH B jelcTBUe MHCTPYKIHMIO MO OpraHU3alud aHTUBUPYCHOMN
3amuThl uHGopManuu B MBJIOY «Scnu-can «Butomay (IIpunoxkenwe 3 K HacTosIIeMy
[Tpuka3zy).

4. VYT1BepauTh U BBECTU B jAelicTBUE VHCTPYKIUIO IO OpraHU3ali pe3epBUPOBAHUS U
BOCCTaHOBJIEHUS! pa0OTOCTIOCOOHOCTH TEXHUUECKUX CPEACTB U MPOTrpaMMHOT0 obecreyeHus, 0a3
JAHHBIX U CPECTB 3aIIUTHI HH(pOopMany B ”HGOPMAITMOHHBIX CHCTEMaX MePCOHATBHBIX TAHHBIX
MBJIOY «Scnu-can «Butomay (I[Ipunoxenue 4 k Hactosimemy [Ipukasy).

5. VYtBepauth u BBecTd B JAeiictBue llopsaok oOpalieHus co CbeMHBIMH MalTUHHBIMU
HOCHUTENISIMU TepcoHaNbHbIX AaHHBIX B MBJIOY «flcnmu-can «Buroma» (Ilpunoxenue 5
Hactosiemy [pukasy).

6. TpeboBaHus HacTOSIIErO TMpUKa3a JOBECTH 10 PaOOTHUKOB, OCYIIECTBISIOMIUX
00paboTKy MEepPCOHANBHBIX JAHHBIX B WH(OPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX TaHHBIX B
MBJIOY «cnu-can «Buroimay.

7. Kontpomns 3a ucnomaenuem Hacrosiiero [Ipukasa octaBisio 3a co60i.

3aBeayromuit MBAOY «Scan-can
«BHUTOII2» MYHUIIMIIAJIBHOT0 00pPa30BaHUA
Yepuomopckmuii paiion Pecnyoiukn Kpbim B.M. OaexkceHko



[Tpunoxxenue 1

K [IPUKa3y
OT«__ » 202 1. Ne
HHCTPYKIUSA

10JIb30BaTeJ s HHPOPMALMOHHBIX CHCTEM MEePCOHAJIBHBIX TaHHBIX
MBAOY «SAcnu-can «Burouma

1. TepmuHbI 1 onpeesieHUs!

1.1. ABTomaTu3upoBaHHOE pabouee MECTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
MpeHa3HaYeHHBIN /11 aBTOMAaTH3aI1H JIeATEIbHOCTH ONPEIETICHHOTO BUA.

1.2. AHTHBUpYCHAs 3alIUTa — 3alliTa WHGOPMAIMKA U KOMIIOHEHTOB MH()OPMAITMOHHON
CHUCTEMBI OT BPEJOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BHPYcOB) (0OHapy:KeHHE BPEAOHOCHBIX
KOMIBIOTEPHBIX MPOTpaMM (BUPYCOB), OJTIOKUPOBAHUE, U30JUPOBAHUE «3aPAKEHHBIX» 00BEKTOB,
yJaJeH1e BPEJOHOCHBIX KOMIIBIOTEPHBIX TPOrpaMM (BUPYCOB) U3 «3apakeHHBIX» 0OBEKTOB).

1.3. adopmanmoHHas cuctemMa nepcoHaIbHBIX JAHHBIX — COBOKYITHOCTH COICPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHANBHBIX TAHHBIX U 00ECIEUNBAIOIIUX UX 00pabOTKY MH(OPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPE/ICTB.

1.4. O6paboTka TmMEpCOHANBHBIX JaHHBIX — J000€ JAeWcTBUE (Oomeparusi) WIn
COBOKYITHOCTb ACUCTBUI (Onepalnii), COBEpIIaeMbIX C HCIIOJIb30BAHUEM CPECTB aBTOMAaTH3AIUH
i 0e3 HUCIMOJIb30BaHMS TAKUX CPEACTB C MEPCOHAJIbHBIMU JaHHBIMH, BKJIIOYas cOOp, 3aIucCh,
crCcTeMaTH3alluio, HAaKOIJICHUE, XpaHEHUe, YTOUHEeHne (0OHOBJIEHUE, U3MEHEHHUE), U3BIICUCHHE,
WCIIOJIb30BaHUE, TMepenady (pacmpocTpaHeHue, IPEAO0CTaBICHHE, JOCTYI), OO0e3THYMBaHUE,
OJIOKMpOBaHUE, y/laleHUE, YHUUTOKEHUE IEPCOHAIBHBIX IaHHBIX.

1.5. KondpunennmansHocTh MHPOpMANIMA — 0O0S3aTENBHOE IS BBHITIOJIHEHHS JITHIIOM,
MOJIyYMBIIMM JIOCTYI K OINpejAeleHHOW HH(opMmanuy, TpeOoBaHHME HE IepelaBaTh TaKylo
nHGOpMALHIO TPETHUM JIMIaM Oe3 coriacus ee oOnagaTes.

1.6. IlepcoHanbHble qaHHbIE — J1t00ast HH(OPMALMS, OTHOCAIIAACS K MPSIMO HIJIM KOCBEHHO
OIpe/IeNIEHHOMY WM OTpesiesieMoMy (pU3HUecKoMY JIUIY (CYOBEKTY MepCOHATBHBIX JaHHBIX).

1.7. Ilonb3oBarens MHGOOPMAIMOHHON CUCTEMBI MEPCOHAIBHBIX JAHHBIX — PAOOTHHK,
OCYLIECTBISIOIIMNA  00pabOTKY IEpPCOHAIBHBIX JaHHbIX B HMH(QOPMALMOHHOW cHCTEMe
[EPCOHAIIBHBIX JAHHBIX.

1.8. CpenctBo aHTUBUPYCHOM 3aIIUTHl — IPOTPAMMHOE CPEJICTBO, peanu3yrouiee GyHKINU
OOHapyXeHHMs KOMIIBIOTEPHBIX HporpaMM JMOO MHOM KOMIBIOTEpPHOW HH(pOpMaIuH,
IpeJHa3HAYCHHbIX JJI1 HECAHKLIMOHUPOBAHHOI'O YHUYTOXKEHUS, OJIOKUPOBAHUS, MOIUPUKALINH,
KOIIMPOBAHUS KOMIIBIOTEPHOM MH(OpMALMY UM HEUTpaIn3alui CPeJICTB 3alUThl MH(OPMALIHH,
a TaKk)Ke pearupoBaHus Ha 0OHapYy)KEHUE 3TUX IPOrpaMM U HHPOPMALIUU.

1.9. CpeactBo 3anmthl MHGOpMAMM — NOporpaMMHOE oOecrneyeHue, MpOorpaMMHO-
anmapatHoe — oOecliedeHue, amnmapatHoe  oOeclieyeHue, BEIIeCTBO WM  MaTepuall,
IpeJHa3HAYCHHOE UJIH UCIIOIb3yeMOe JUIs 3allIUThl HH(pOpMAaIUH.

2. OOmme MoJI0KeHHUS
2.1. Hacrosimas WHcTpykius monb3oBarenss UHPOPMAIMOHHBIX CHUCTEM MEePCOHATBHBIX
naaabeix MBJIOY «Scnu-can «Butomay (nanee — MHCTpyKius) onpenenser 00sS3aHHOCTH, TIpaBa
U OTBETCTBEHHOCTh PAOOTHUKOB MpU paboTe B HMHPOPMAIMOHHBIX CHCTEMax IMEPCOHATBHBIX
naHHbIX (nanee — UCII/IH).
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2.2. TpeOoBanusi Hactosmied WMHCTpyKIMM SIBISIOTCS 00sA3aTeNbHBIMH JUISL  BCEX
pabOTHHUKOB, OCYILECTBIISIONINX 00pabOTKY M 3alUTy NMEPCOHAIBHBIX NaHHBIX (nanee — [1/1H) B
NCIIIn — nmone3oBateneit UCIT/In (nanee — [Tosb3oBaTenn).

2.3. K 3ammmaemoii mnpopmanuu, obpadbareiBaemoit B8 UCIIIn MBAOY «Slcnm-can
«Butomay  (manmee — Yupexnenue), oTHocarcs I[1J[H, cmyxeOHas (TEXHOJOrHYECKas)
nH(pOpMAIKS CUCTEMBI 3alIUTHI U APYyras HHGOPMAIH OTPAHUICHHOTO JOCTYIIA.

2.4. Bce mnomnp3oBaremn WCII[IH VYupexaeHuss [TODKHBI OBITh O3HAKOMJICHBI C
TpeOOBaHUAMU HACTOSIEH NHCTPYKIMK N0 TIOATHUCH.

2.5. Hacrosmas WHCTpyKIHS SBIISICTCS IOTOJHEHHWEM K JEHCTBYIOIIMM JIOKAJIBHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHMM JIOKyMEHTaM) IO BoIpocaMm oOecreueHus 0e30MmacHOCTU
CBEICHMN KOH(UIEHIINAIBHOTO XapakTepa, B ToM uucie u [1/1H, u He uckioyaet 00s3aTeIbHOTO
BBITNIOJIHEHUS UX TPeOOBaHMIA.

3. Jlomyck moJib3oBaTesieil K HHPOPMAMOHHBIM CHCTEMAM MEPCOHAIBHBIX TAHHBIX

3.1. Jlomyck mosb3oBarenei k padore ¢ [1Ix B UCIT/IH ocymecTBiIseTCsl B COOTBETCTBUH
¢ «Ilepeunem momxnocter pabotHukoB ['bOY J10 PK «JIAFOT», momymieHHBIX K 00paboTKe
MIEPCOHATBHBIX JTAHHBIX.

3.2. K camocTosaTenpHONW paboTe Ha aBTOMATH3MPOBAHHBIX Pa0OUYMX MecCTax (Jmajee —
APM), Bxomsmux B coctaB MCII/IH, momyckatoTcs iuia, N3yduBInre TpeOOBaHUS HACTOSIIEH
WMHCTpYKIIMU ¥ JTOKAJTBHBIX HOPMATHBHBIX aKTOB 10 3allIUTe MH(POPMAIMH, OCBOUBIIUE ITPaBUIIA
skcrutyaraiuu APM 1 TeXHUYECKUX CPEACTB 3alIUTHI.

3.3. Jlomyck MpOW3BOAMUTCS TIOCIE TMPOBEPKH 3HAHMWs HacTosmed WHCTpykuuu wu
MPaKTUYECKUX HaBBIKOB B paboTe.

4, O0A3aHHOCTH MOJL30BATEJIA

4.1. Kaxnaeii Ilonp3oBarens HMMEIONIMA  JOCTYH K ammapaTHbIM — CPEICTBaM,
nporpaMmHomy oOecniedenuto u nanHbiM MCII/IH, HeceT mepcoHalbHYI0 OTBETCTBEHHOCTH 32
CBOM JICHCTBUS U 00s13aH:

4.1.1. Crporo coOmogaTh YyCTAHOBJICHHBIE TIpaBWia oOOecreueHus Oe301acCHOCTH
uHpopmanuu npu paboTe ¢ MPOrpaMMHBIMH U TexHuYeckuMu cpeactamu UCIT/IH.

4.1.2. 3HaTh ¥ CTPOTO BHINOJHATH MpaBUiia pabOTHI CO CPEICTBAMH 3aIIUTHI HH()OPMAITUH,
ycranoBieHHbIMU B MCIT/TH.

4.1.3. BrinonHATh TpeOOBaHMS [0 AHTUBUPYCHOM 3allTUTE B YACTH, Kacarollecs JeicTBUii
[Tonb3oBarenen.

4.1.4. HememieHHO CTaBUTh B HW3BECTHOCTh OTBETCTBEHHOIO 3a oOOecreyeHue
oe3onacHoctu I11x B UCIT/IH nmu agmuauctparopa UCIT/IH:

—  IIpU NOJ03PEHUN KOMIIPOMETAIUY JIMYHOTO MapOoJIs;

—  HECAHKIIMOHHWPOBAHHBIX (ITPOM3BEIEHHBIX C HAPYIICHUEM YCTaHOBJICHHOTO MOPSIIKA)
W3MEHEeHUI B KOH(UTYpallK MPOrpaMMHBIX WK anmnapatHbix cpeacts UCI/IH;

— OTKJIOHEHHWH B HOpMaldbHOW paboOTe CHUCTEMHBIX M MPHUKIATHBIX MPOrPAMMHBIX
CpencTB, 3aTpyAHstomux skcryaraunto UCIT/H;

—  HEKOPPEKTHOTO (PYHKIIMOHUPOBAHUS YCTAHOBIICHHBIX CPEJCTB 3aIHUTHI;

—  oOHapyXeHHUs HeMpeIyCMOTPEHHBIX OTBOJIOB Kabenel U MOJKITF0YeHHBIX YCTPOMCTB;

— oOHapyxkeHus (DaKTOB, TMOMBITOK HECAHKIMOHUPOBAHHOTO JIOCTYIIA W CIIy4aeB
HapyIIeHHUs] YCTAaHOBIIEHHOTO mopsiika 0opadboTku [1/1H.
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4.1.5. DkpaH BHICOMOHHUTOpA B MOMEIIEHUH PacIoiaraTh BO BpeMs pabOThI TakK, YTOOBI
UCKJTIOYAJIaCh BO3MOXXHOCTh O3HAaKOMJICHHSI C OTOOpakaeMoW Ha HUX HHGpOpMaImen
IIOCTOPOHHUMH JINLIAMHU.

4.2. Tlonn3oBarensm UCII/IH 3anpemaeTcs:

— oTKiMouYaTh (OJOKMPOBATH) CPEINCTBA 3alIUTHl WH(POpPMAINHU, IPETyCMOTPEHHBIE
OpraHU3aIMOHHO-pacnopAauTeaIbHbIMU ToKyMeHTaMu Ha UCIIH;

— TPOU3BOJUTH KaKUE-INOO HU3MEHEHHUs B DJIEKTPUUECKUX CXEMaX, MOHTaxe H
pa3MelIeHUN TEXHUUECKUX CPECTB;

— CaMOCTOSITENIbHO  YCTaHaBiMBaTb, THUPAXHUPOBaTb, WIM  MOAU(PUIMPOBATH
MIPOrpaMMHOE obecrnieuyeHue, U3MEHATh YCTaHOBJIEHHBII JITOPUTM
(YHKIIMOHUPOBAHUS TEXHUUECKUX U TPOTrPAMMHBIX CPEJICTB;

— oOpaOateiBare B HMCII[IlH wuHpOpManuio | BBINIOJHATH JApyrue paboThl, HE
npeaycMoTpeHHbie nepeuneM mpas [lonb3oBatens no poctyny k UCIT/IH;

— coolmare (WIM nepeAaBaTbh) MOCTOPOHHUM JIMLAM JIMUHBIE aTpUOyThl M MapoJiu
noctymna k pecypcam UCII/IH;

— paborats B UCII/IH npu oOHapyXeHUH KaKUX-1100 HEHUCIIPAaBHOCTEH;

—  OCTaBJIAATh BKIIOYEHHBIM 0e3 mpucMoTpa APM, He akTUBHU3MpPOBAB CPEJICTBA 3ALTUTHI
OT HECAaHKLIMOHUPOBAHHOTO JIOCTYTIA;

—  YMBIIIJIEHHO UCHOJb30BaTh HEIOKYMEHTUPOBAHHbIE CBOWCTBA M OIIMOKKH B
IIPOrpaMMHOM O0O€CIeUeHUH WM B HACTPOMKAaX CPEICTB 3AIUUThI, KOTOPbIE MOTYT
MIPUBECTHU K 03HAKOMJICHHIO € 3aluiaeMoi HH(opMaled NoCTOPOHHUX JIUL;

—  TIPOM3BOJUTH TIEPEMENICHHUS TEeXHHUYECKuX cpeAcTB APM 06e3 cormacoBaHusi ¢
OTBETCTBEHHBIM 3a oOecnieuenne 6e3onacuoctu [1/{a B UCITH;

—  BCKpBIBATh KOPITyca TEXHUYECKUX CpeacTB APM M BHOCHTH M3MCHEHMS B CXEMY U
KOHCTPYKIIMIO YCTPOMCTB.

5. Opranuzanus padoThl CO CbeMHbIMH MAIIMHHBIMH HOCUTEJISIMU HH(opManuu

5.1. Opranuzarmust paboThl CO CheMHBIMH MAIlTMHHBIMH HOCUTEIIIMH HHGOpPMAIUu (1aee
— CMHMW), copepxamue IIJlH m wuHyro uHbOpMaNUIO KOHPUIACHIIMATBLHOTO XapakTepa,
ocyiiecTBisieTcss B cooTBeTcTBUM ¢ «[lopsiakom oOpaieHusi cO ChEMHBIMH MAalIUHHBIMU
Hocutensmu uadopmaruu B 'bOY J1O PK «JIJIFOT»».

5.2. Tlonb3oBarenu 00s3aHbI 3HATH U COOMIOAATH YCTAHOBJICHHBIE TPEOOBAHUS IO YUETY U
xpanenutro CMHU.

5.3. CMHMU nomxHbl OBITH 3aperucTpupoBanbl B «)KypHalie yueTa CbeMHbBIX MaIllMHHBIX
HOCHUTeNeH HHPOPMAIIH.

5.4. CMHMU 3akpeninsercss 3a OMpPENENIEHHBIM JIMIIOM, HECYIIMM OTBETCTBEHHOCThH 3a
COXpPaHHOCTh U MecTOHaxoxAeHue nannoro CMHU.

5.5. IIpu Heobxomumoctu mepenaun uHpopmanuu Ha CMHU, naumo oTBeTcTBEHHOE 3a
XpaHEHUE YBEJIOMIIIET OTBETCTBEHHOro 3a obecreuenue OezomacHoctu [I/In B UCII[H o
HeoOxomuMocTu mepeaayn uHpopMmaiuu ¢ nomombio CMHU, nocrasnser CMHU mo mecty
Ha3Ha4YeHUs, epeaaeT NHPOPMAIUIO C HETO U BO3BpAIIIAET €ro Ha MECTO XPAHECHHUS.

5.6. Xpanenue CMHMU ocymectBnsiercs:

—  nans diem-KapT, cMapT-KapT, KOMITAKT TUCKOB U JIp.) B 3alllUIIEHHBIX ceiidax;
— s CMHH, Bxopamux B cocraB MCII/IH, npou3BoauTcs omnevaTrbiBaHUE KOpIyca
APM.



5.7. Tlonmb3oBatensaM 3ampenaeTcs:

— 3anuceiBath U XpaHuth [1/IH 1 uHyt0 HHGOPMALIMIO KOHPUAESHIIMATBFHOTO XapaKTepa
Ha HeyuyreHHbIx CMHU;

— octaBmate CMHU 6e3 mpucmoTpa, nepeaaBars UX APYrUM JHIIAM M BBIHOCHTH 32
IIpeAeIIbl KOHTPOIUMPYEMOH 30HBI, 32 MCKIIOYEHUEM CIIy4aeB, B KOTOPBIX pa3pelIeHa
nepegada CMHU;

— xpauutb CMHU BOAM3U CHUIIBHBIX MCTOYHUKOB AJIEKTPOMArHUTHBIX W3JIyYEHUH U
IIPSIMBIX COJIHEYHBIX JIy4EH;

— xpanutb Ha yureHHIXx CMHMU nporpammsl 1 JaHHbIE, HE OTHOCSIIUECS K pabodeit
nHpopMalnu.

6. Opranu3anusi NapoJibHOIi 3aIMThI

6.1. Opraau3anus MapoIbHON 3aIIUTHI MPOU3BOAMUTCS B COOTBETCTBUU C «MHCTpyKIHeH
1o nmapoasHoi 3amute nHbopmamru B MBJIOY «Sciu-can «Buroman»

6.2. Jluna, HCIOJIB3YIONIUE TAPOJTH, OOS3aHbI:

— XpaHHWTh B TallHE CBOM MapoJb

— YEeTKO 3HaTh W CTPOTO BBIMOJHATH TpeOOBaHUs HacTosmer WHCTpYKIIMU U APyrux
PYKOBOJISIINX JOKYMEHTOB;

— CBOEBPEMEHHO C0O00IaTh OTBETCTBEHHOMY 3a obecmeueHue OezomacHoctu [1JIH B
HCTIIH 0060 Bcex HEIMITATHBIX CUTYallUsIX, HAPYIICHUSX PAOOTHI CHCTEM 3aIlUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA, BOSHUKAIOIIUX MPU paboTe C MapOISIMU.

6.3. Bo BpeMms BBojaa maposieii HEOOXOIUMO HCKIIOYHUTH BO3MOXKHOCTH €r0 MPOCMOTpa
MMOCTOPOHHUMU JINLIaMU (Y€IOBEK 3a CIIMHOM, HAOI0IeHNE YeTIOBEKOM 3a JBM)KEHHUEM NalblIEB B
MPSIMOM BUAMMOCTH WJIM OTPXXEHHOM CBETE) WM TEXHUYECKHMMH CPEJICTBaMU (BUIECOKaMEPHI,
(dboToanmaparsl u Jp.)

6.4. [lns npenoTBpallleHus JOCTYyIa K NEPCOHAIBHBIM JIJaHHBIM, IMOJIb30BATEIb BO BPEMs
nepepeiBa B paboTe 0053aH OCYIIECTBUTH OJOKHPOBAHUE CHCTEMbl HaKaTHeM KOMOHHAIMH
Ctrl+Alt+Delete u knonku «bokupoBaTh» MK HaxkatneM KomOuHauu Win+L.

6.5. brokupoBanue ceanca nocryna mojb3oBarens B MCIIIn ocymecTBasiercs nocie 15
MHHYT €r0 0e3/1elcTBHS (HEaKTUBHOCTH ).

6.6. B cnywae yrepu maposist pabOTHHK CTaBUT B U3BECTHOCTH CBOETO HEMOCPEACTBEHHOTO
PYKOBOJIUTEINS U OTBETCTBEHHOTO 32 obecnieuenne 6e3omacuoctu [1/[n B UCII[An nnst npunsatus
MOCHEAYIOUUX PEIICHUH.

6.7. B ciyuae koMmpomMeTanuu naposis (IpocMOTp NOCTOPOHHUMH, pa3riiallieHHe Mmaposs
U JIp.) HEOOXOAUMO U3BECTUTh CBOETO HEMOCPEACTBEHHOTO PYKOBOJIUTEINS U OTBETCTBEHHOTO 32
obecnieuenue 6e3onacHoctu [1[n B ICII/IH ans npuHATHS NOCIEIYIOMMX PeIeHUH.

7. TlpaBuia paGoThl B ceTsIX 001Iero 10CTyna u (WIn) MeKIYHAPOJIHOro 00MeHa

7.1. Pabora B cetsx oOmero goctyna u Ha snementax UCII/IH, nomkHa OCYIIEeCTBIATHCS
HCKJTFOUUTENBHO B CITY’KEOHBIX IIETIsX.
7.2. Tlpu paboTe B ceTsax 00IIero J0cTymna 3anpemaeTcs:
—  OCYIIECTBJIATH pabOTy MPH OTKJIIOUEHHBIX CPEACTBAX 3AIHTHI;
— IepegaBaTh IO ceTsAM OOIIero JOCTyna 3aluinaemMyro HHpopmanuioo 6e3
WCIOJIb30BAHUS CPEACTB MU(POBaHUS,
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— 3ampemiaeTrcs CKauMBaTh M3 ceTu MHTepHET mporpamMmHOe oOecriedeHue W Jpyrue
(aiispl, €Clii 3TO HE ONPEETICHO ero JIOHKHOCTHBIMU 00S3aHHOCTSIMH,
—  3ampelaeTcs MOCEIIEHUE U UCI0Ib30BaHUE ceTU VIHTEpHET B JINYHBIX LIETSX.

8. HOpﬂI[OK YCTAaHOBKH O0OHOBJICHHH MMporpaMMHoOro odecneyeHus

8.1. VYcraHoBke KpymHBIX OOHOBJCHHMH TPOrPaMMHOTO  OOECIeYeHHs  JOJDKHO
MPEIIECTBOBATh TECTUPOBAHUE MH(POPMAITMOHHON HHPPACTPYKTYPhI HA OTCYTCTBHE HETATHBHBIX
BO3/ICWCTBUI OT YCTaHABIMBAEMBIX OOHOBJICHHUH.

8.2. B ciywae oOHapyXeHHUS HETaTUBHOTO BO3JICHCTBHUS YCTAaHABIMBACMOTO OOHOBJICHHSI
Ha ImTatHOe (YHKIIMOHUPOBAHUE WH(POPMAIMOHHON HHOPACTPYKTYpHI, JaHHOE OOHOBIICHHE
YCTaHaBJIMBATHCA HE JOJKHO MO coriacoBaHuio ¢ anMuuucrparopom UCII/IH.

8.3. YcraHOBKe HOBBIX BEPCHI MPOTPaMMHOTO 0OECTICUeHHsI MM BHECEHUIO CEPhE3HBIX
W3MEHEHUW W JIOTIOJHEHWW B  JEHCTBYIOIeE MPOTpaMMHOE oOecreueHue JI0JKHO
MIpelIecTBOBAaTh TECTUPOBAHNE MH(POPMALIMOHHOW HH(PPACTPYKTYphl HA OTCYTCTBUE HETATUBHBIX
BO3JICHCTBUH YKa3aHHOTO TPOrPaMMHOT0 0OeCTeueHu .

8.4. YcraHOBKa TIPOTECTHPOBAHHBIX OOHOBIIEHHWH, HOBBIX BEpPCHH IPOTPAMMHOTO
ofOecrieyeHHs WJIM BHECEHHME HW3MEHEHUH U JOMNOJIHEHUH B JeiCTBYyIOlIee MpPOrpaMMHOE
obecrnieueHre MOKeT ObITh IPOU3BEIEHO TOJIBKO MO corjacoBanuio ¢ aamuauctparopom UCII/Ix
1 OTBETCTBEHHBIM 3a oOecnieuenne 6e3onacHoctu [1/{n B UCIIH.

9. TexHoJsorusi 00padoOTKH MEPCOHAIBLHBIX JAHHBIX

9.1. Ilpu mnepBuunoMm pomycke k pabore B HCII/In Ilomp3oBaTens 3HAKOMHTCS C
TpeOOBaHUAMU PYKOBOJISIIINX, HOpPMaTHUBHO-METOAUYECKUX u OpraHU3aIMOHHO-
pacnopsaUTENbHBIX TOKYMEHTOB MO BOIIPOCaM aBTOMAaTHU3MPOBAHHON 00pabOTKH MH(OpMAaIUH,
u3ydyaeT MHCTpyKIMIO, MOJydaeT MepCOHaNbHBIA HACHTU(PHUKATOP WM JMYHBIM Mapoyib y
OTBETCTBEHHOIO 3a obecreuenne 6e3omacHoctu [1/1a 8 UCIT/IH.

9.2. B mporecce padotsl [TonaszoBarens npousoaut oopadoTky I11n 8 UCIT/H.

9.3. Ilpu HeoOxomumoctu BbIBOA [IJIH w3 MCII[IH oCyIIeCTBISETCS CIEIYIOIIUM
o0pazom:

— konupoBanueM I[1/In Ha yurenusie CMHU,;
— mepemaya I[JlH  mo kaHamaMm CBS3M C  OOsA3aTeNbHBIM  NPUMEHEHHEM
KpUnTorpaguueckoi 3amuThl.

10. Cpok neiicTBHsI ¥ MIOPSI/IOK BHEeCEHHsI H3MeHEeH U

10.1. Hacrosimas MHCTpyKIMs BCTyMAeT B CUITy C MOMEHTA €ro YTBep K/IeHHUs U JeHCTBYET
6eccpouHo.

10.2. Hacrosmas MHCTpyKIUS NOAISKUT EPECMOTPY HE pexe 0JTHOTO pas3a B TPU roja.

10.3. NM3meHeHMs M JOMNOJHEHUS B HACTOSIIYI0 MHCTpyKIHIO BHOCATCS TPHKa30M
Jupekropa YupexaeHus.



[punoxenne 2
K TIpUKa3y

OT «___ » 202___r. Ne

HNHCTPYKIUA
110 apoJILHOM 3a1uTe HHpOpMaALHU
B MB1OY «Acaun-can «Buroma

1. TepmuHbI 1 onpeesieHUs!

1.1. ABToMaTH3UpOBaHHOE pabouee MECTO — MPOTPaAaMMHO-TEXHUYECKUN KOMILIEKC,
NpeJHa3HAYCHHBIH JUT aBTOMATH3AIMH ACATEIBHOCTH OMPEIeICHHOTO BU/IA.

1.2. ladopmanmoHHas cucTemMa MepcoHaIbHBIX JAHHBIX — COBOKYITHOCTB COICPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHANBHBIX JTaHHBIX U 00ECIEUNBAIOIINX UX 00pabOTKy HH(POPMAIIMOHHBIX
TEXHOJIOTUH M TEXHUYECKUX CPEJICTB.

1.3. OOpaboTka TEpCOHANBHBIX MJAaHHBIX — J000e JeHCTBUE (Omeparus) HIH
COBOKYITHOCTB JICHCTBHIA (OTIepalHii), COBEPIIAEMBIX C HCIIOIb30BAaHUEM CPEACTB aBTOMATH3AINN
Wi 0e3 WCIOJIb30BaHMsI TAKUX CPEACTB C TEPCOHATBHBIME JaHHBIMHU, BKIIIOYas cOOp, 3aIuCh,
CHUCTEMaTH3aIMI0, HAKOTNICHWE, XpaHeHUe, yTouUHeHHe (0OOHOBIIEHHE, U3MEHEHNUE), U3BJICUEHNE,
WCIIOJIb30BaHUE, TMepenavy (pacmpocTpaHeHue, MPEAOoCTaBICHHE, JOCTYI), OO0e3TUYMBaHUE,
OJOKMpOBaHKE, yIAICHUE, YHUUTOKEHHE TIEPCOHAITBHBIX TaHHBIX.

1.4. KonpuaennuanbHOCTh MHPOpPMAMK — 00sf3aTeIbHOE ISl BBINOJHEHUS JIMIIOM,
MOJIYYMBIIUM JIOCTYI K ONpeaesieHHoN uHpopMmanuu, TpeOoBaHHE HE IepelaBaTh TaKYIo
MH(pOpMAIIUIO TPETHUM JIMIIaM 0e3 coTiacus ee 00aaaTes.

1.5. TlepconanbHble naHHbIE — TH00as HHGOPMAITUS, OTHOCSIIIAACS K MIPSMO M KOCBEHHO
OTIPENICTICHHOMY WJIU OmpeesieMoMy (GU3nIecKOMY JIUIY (CyOBEKTY MEPCOHATBHBIX TAaHHBIX).

1.6. ITonp3oBatens WHGOPMAITMOHHONW CHCTEMBI TMEPCOHAIBHBIX JAHHBIX — PAOOTHHK,
OCYIIECTBISAIOMUNA 00pabOTKy TMEepCOHANBHBIX JaHHBIX B HWH(POPMAIMOHHOW CHCTEME
MEePCOHATBHBIX JTaHHBIX.

1.7. CpeactBo 3amuThl HHPOpPMAIMM — MpPOrpaMMHOE oOecredyeHue, MPOrpaMMHO-
anmapaTtHoe oOecreyeHue, anmapaTHoe  oOecreueHue, BEIIeCTBO WM MaTepual,
MpeIHa3HaYeHHOE WIIH UCII0JIb3YeMOe ISl 3alllUThl HH(OpMAaLIUK.

2. O0mme MoJIOKEHUA

2.1. Hacrosmas MucTpykius no naposibHoi 3amnure uHopmaimu B MBJIOY «Scnu-can
«Butomra» (mamee — WHCTpyKIMs) yCTaHABIMBAaeT TPeOOBAaHHMS W OTBETCTBEHHOCTh IPH
OpraHU3aIMK TapOJIbHON 3aIlUThl MHPOPMAIIMK, a TAKXKE OINPEICIsIeT MOPSI0OK KOHTPOJSA 3a
JNEUCTBUSAMHU TIOJIb30BaTENe M OOCIY)KMBAIOIIETO0 MepcoHana WHGOPMAIMOHHBIX CHCTEM
nepcoHanbHBIX HaHHBIX (nanee — UCIIIH) npu padoTe ¢ mapossMu.

2.2. TpeGoBanus Hactosimed MHCTpyKIMU SBISIOTCA 00sS3aT€IbHBIMU TSI UCTIOTHEHUS
BCeMH MoJjib30oBaTessiMu 1 anmuancTparopamu UCTTIa MBIIOY «Slcnu-can «Buromay (nanee —
YupexeHue), HCTIONIb3YIIMMHU B CBOEH paboTe cpecTBa BHIYUCIUTENBHON TEXHUKH.

2.3. Bce nonw3oBarenn u agmuauctpatopsl MCIIJIH YupexiaeHus, MCHONb3YIOIIME B
CBOEi paboTe cpeicTBa BHIYMCIUTENBHON TEXHUKU, TOJHKHBI OBITH 03HAKOMJICHBI C TPEOOBAHUSIMU
Hacrosuen MHCTpyKIMHU 1O MO AITUCH.

2.4. Hacrosmas WHCTpyKIusi sBISETCS IOMOJHEHHEM K JCHCTBYIOIIMM JIOKaJbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHM JIOKyMEHTaM) IO BOIpocaMm oOecreueHus: 0e30MmacHOCTU
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CBE/ICHUI KOH(UICHIMAIBHOTO XapakTepa, B TOM YHCJIE€ M IEPCOHAIBHBIX JAHHBIX (Hajee —
[1/1H), 1 HE UCKITIOYAeT 005M3aTENFHOTO BRIOTHEHUS UX TPEOOBAHUIA.

3. TpeboBaHus, npexbsBjsieMble K HIeHTHPUKATOPAM (K0JaM) U NAPOJIAM (MOPSI0K
¢opMupoBanus u oOpanieHus ¢ HUMHM)

3.1. Asropmsammsi  mosb3oBarencii  MICII[IH  ocymiecTBisieTcss  TyTeM  BBOJA
UACHTU(PHUKATOPA /WA TTApOJIs.
3.2. TpeboBanus kK (JOPMUPOBAHUIO TTAPOJICH U OOPAICHUIO C HUMHU.

3.2.1. TMapons ¢dopmupyeTcss MpH CO3AAHMH YYETHOW 3alMCH OTBETCTBEHHBIM
obecneuenue 6e3zonacHoctu I1[n B UCIIIH wnu agmunuctparopom MCII[IH, npu nepBuyHOM
BXOJI€ B YUETHYIO 3aIIHCh MAPOJIb JOJDKEH OBITH M3MEHEH BIIAIEIBIIEM.

3.2.2. Bnamenblbl INYHBIX TAPOJIEH 00s3aHBI 00ECTICUUTh UX TaifHY.

3.2.3. Tlaponu reHepupyIOTCs ¢ YUETOM CIEAYIOMUX TpeOOBaHHIA:

—  MapoJib JOJDKEH 3HATH TOJBKO €ro BIIAIENICIL;

—  JI7IMHA MapoJis JOJHKHA ObITh HE MEHEE 8 CHMBOJIOB;

— B mapoJie 00s3aTeIbHO JIOJDKHBI MTPUCYTCTBOBATH KaK IU(PHI, TaK U OYKBBI Ha
BEPXHEM U HIKHEM PETHUCTPaX;

— Taposib HE JIOJDKEH BKJIIOYATh CMBICIOBYIO HAarpy3ky (uMmeHa, Qamuiuny,
HAaMEHOBAHMs OpraHW3allfid, yJWI, TOPOJOB ¥ T.1.), OOIICTIPUHSATHIC
cokpamenust (userOl, password02 w T.n.) U TOCJIeAOBATEIbHBIC COYCTAHUS
kiaBuin kinaBuatypsl (qwertyOl, Uiyken12);

—  MaKCUMAaJIbHBIM CPOK AECUCTBUS mapoJsia coctasisieT 120 nHei;

—  MUHHUMAaJbHBIN CPOK AEHCTBUS MAPOJIsi COCTABIISAET 2 JIHS;

—  KOJIMYECTBO HEYIayHBIX MOMBITOK BX0/Ia B CUCTEMY, IPUBOISIIEE K OJIOKUPOBKE
YYETHOM 3aIUCH TI0JIb30BaTEINsI IOJDKHO OBITH HE OoJiee 6.

3.2.4. TpeboBanus Kk GOPMHPOBAHUIO IMAPOJICH OOECHEYMBAIOTCS TEXHUYCCKUMHU
BO3MOXHOCTSIMU HCHOJIB3yEMbIX OINEPALMOHHBIX CHUCTEM, CPEACTB 3allUThl HH(pOpMauM H
MH(OPMALIMOHHBIX PECYPCOB.

3.2.5. TlonHas maHoBas CMeEHa MapoJied IMO0JIb30BaTeNed [OJDKHA MPOBOJUTHCS
PEryIsIpHO, HE pexe OJHOTO pa3a B 1ojiroaa. Buennanosas cMeHa napoJist IpOU3BOAUTCA B CiIydae
€ro KOMIIPOMETAIIHNH, a TaKxke 1o npocbde nonszoBatens UCIIIH.

3.2.6. Xpanenue nonws3zoBatensimu WCIIJIH 3HadeHuii cBoMX mapolieii Ha OyMakHOM
Hocutene 3AITPEIIIEHO.

3.2.7. Tlonb3oBarenr HE HMEET IMpaBa COOOIIUTh JIMYHBIA Mapojb JIPYTUM JIMILIaM
(pa3peraercs TOJBKO C COTJIACOBAHUSA OTBETCTBEHHOIO 3a oOecreueHHe Oe30MacHOCTU WM
anmunauctparopa WMCII/IH mpu HanMYuu TEXHOJIOTHYECKOW HEOOXOJMMOCTH HUCHOJIB30BaHUS
MMEH U MapoJjieil paboTHUKOB B UX OTCYTCTBHUE B CIy4ae BOSHUKHOBEHHSI HEIITATOHBIX CUTYaIIUH,
(bopc-MaxkopHBIX 00CTOATENBCTB U T.11. [1o Bo3paleHnio pabOTHUKN 0053aHbI Cpa3y K€ CMEHUTh
CBOM IapOJIM Ha HOBBIE 3HAYEHUS COTJIaCHO AaHHOU MHCTpykuum).

3.3. Tlopsamox cMeHbI maposiei U uACHTU(PUKATOPOB MPU U3MEHEHUSX B OPTaHU3aI[HOHHO-
HITaTHOU CTPYKTYype (KaJpoBble NEPECTAHOBKHU, YBOJIbHEHHE PAOOTHUKOB):

3.3.1. Ilpu npekpalieHun AeWCTBUS TPYJOBOTO JOrOBOpa ¢ pabOTHUKOM BCE CO3/IaHHBIE
JUIsL 9TOr0 pabOTHUKA y4YETHBIE 3alucH (MOJIb30BATEIBCKOE MMs) MOJUIekKAT OJOKUPOBAHHIO HE
MI03/IHEE, YeM B JICHb YBOJbHEHHs paboTHUKA. [ofTHOE yaneHne y4eTHbIX 3anKcel MpOru3BOAUTCS
B TEUCHHUH 5 pabouux JHEH co JHsS yBOJbHEHUS paboTHUKA. OCHOBaHUEM ISl OJIOKUPOBAHUS U
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MOCJIEAYIOLIETO YAAJEHUsI YYETHBIX 3anucell pabOTHMKA SBISETCS 3asBKA, MPEJCTAaBIICHHAs
HENOCPEJCTBEHHBIM PYKOBOJUTEJIEM YBOJIBHIEMOIO HE MO3HEE, YeM 3a 3 pabouux JHS 10 JHS
€r0 YBOJIbHEHMSL.

3.3.2. llpy mpoBenEHUH  OPraHMU3ALUOHHO-IITATHBIX  MEPONPHUATHH  (KaapOBBIC
NIEPECTAHOBKM) HETOCPEACTBEHHBI PYKOBOJHUTENb CTPYKTYPHOTO TOApa3AeieHus 00s3aH
npencraBuTh aamuauctparopy UCII/IH 3a8BKy Ha ©3MEHEHHE B IIpaBax JOCTYIIA.

3.4. Tlopsanok neicTBUN MPU KOMITPOMETAMHT HACHTU(PUKATOPOB U TTAPOJICH.

3.4.1. Tlox xommpomerarell MOHMMAETCS: yTpara HapoJigi y4eTHOW 3amucu W (WiH)
napoJis UAeHTH(PHUKATOpa, pasrialieHie yIeTHOHN 3aluCcH MapoJIs WIM Mapois UASHTH(PHKATOPa
(sIBHAs KOMIPOMETALINA), UIM WHAsl CUTYyallus, KOTOpas 1aeT OCHOBAHUE JJISl MPEATION0KEHHS O
HapyIIeHUH KOH(UICHIIMATIBHOCTH Napojiel u nAeHTUu(GUKATOPOB (HEsIBHAS KOMIIPOMETALIHS).

3.4.2. Tllpu BeissBNeHHH (akTa yTpaThl WApOJIsA, pPA3TJIANICHUS T[apoisi, IapoJIs
uJeHTU(PUKATOpa, CaMOro UACHTH(UKATOPA M0JIb30BaTENb 003aH HE3aMEUINTEIbHO COOOIIUTh
O JaHHBIX (aKTax CBOEMY HEMOCPEACTBEHHOMY pYKOBOJUTENIO U OTBETCTBEHHOMY 3a
obecneuenue 6e3onacuoctu [1/In B UCII A unu agmunuctparopy UCITH.

3.4.3. B caywae BeIgBIEeHHS (pakTa KOMIIPOMETAIIMHA HISHTH()HUKATOPOB W MapoJieit
nosib3oBarens agmuuauctpatop MCI I ninu oTBeTcTBEHHBIH 3a obecnieuenue 6e3onacuoctu [1/1xH
B UCIIJIn o06s3aH HemenjaeHHO 3a0JOKHPOBATh YUETHYIO 3allMCh JAHHOTO TOJIH30BATENS W
HEe3aMeUINTEIbHO MMPOU3BECTH BHEIJIAHOBYIO CMEHY MapoJis AJIs 3TOT0 MOJIb30BaTENsL.

4. IlpaBa u 00SI3aHHOCTH

4.1. Ocnosuble 3agaun anmuauctparopa MCIIx:
—  OpraHu3aiys yCTAaHOBKHU CPEJICTB MACHTH(UKAINK U ayTCHTU(DUKAIINH;
—  opraHuzauus napoJjibHou 3anuThl Bo Becex MCII/IH;
—  BBIJa4a NEPBUYHBIX MAPOJICH, W IIEKTPOHHBIX MEPCOHATBHBIX UICHTU(DUKATOPOB H
MapoJer K HUM;
—  OCYHIECTBJIEHHWE KOHTPOJIS 32 COCTOSIHUEM CUCTEMBI TAPOILHOM 3alTUTHI HH(GOPMAITIH
B UCII /.
4.2. Anmunuctparop UCII/In nmeer npaBo:
— BHOCHUTH TMPEIOKEHUS IO COBEPIICHCTBOBAHUIO CHCTEMBbI IapOJIbHOW 3aIlMThI
napopmanuu B UCIT/IH;
— TpUHUMATh y4YacTHe B IUIAHUPOBAHUU MEPONPUATUN IO TMAPOJILHOM 3alliuTe
nHpopmanuu B UCIIJIH 1 TU1aHMpOBaHUHM OCHAIICHHS CPEJICTBAMH HICHTU(UKAITUN
U ayTeHTH(HUKAIIH;
—  OCYILIECTBJISATH KOHTPOJb COCTOSIHUS CPEACTB UACHTU(DUKALIMY U ayTeHTU(UKALIUN B
NCTIH;
—  MHHIMHPOBATH CIy:KeOHbIE MPOBEPKHU U Y4aCTBOBAThH B MPOBEJICHUU pacclieOBaHUN
1o akTamMm KOMIPOMETAIINY;
—  OKa3bIBaTh MMOMOIIb B PEIICHUU TPOOIIEM, BOSHUKAIOIIMNX MPHU IKCILTyaTalluu CPEICTB
UICHTU(PUKAIIMHI U ayTeHTU(HUKALIUH.
4.3. OO053aHHOCTH B YacTH MApOJBLHOW 3alMUThl UHGOPMAIIUU OTPAXKEHBI B MHCTPYKIIHH
anmuHucrparopa UCII/IH.
4.4. Tlonp3oBarensm MCII/IH B cBOeli paboTe 3amperiaercs:
— coo0mare KOMY-THOO CBOW IUYHBIA TapoJib W/MIU Tapoib K DIEKTPOHHOMY
MePCOHATBHOMY UICHTHPHUKATOPY;
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— mepeaBaTh KOMY-JIHOO BBIIAHHBIN 3JIEKTPOHHBIN MEPCOHATBHBIN HACHTU(PHKATOD;

—  OCymecTBIATh Bx0J B omepanuoHHbie cuctembl WCII[IH u B mHpOpMauOHHBIC
PeCypCHI MO Uy)KUMH HIICHTU(DUKATOpaMH U TIAPOJISIMH;

—  OTKJIIOYAaTh CPENICTBA UACHTU(DUKAIIUN U ayTeHTU(DUKAIIH.

4.5. B cnydae nosiBneHus No103peHUi Ha (pakT KOMIIPOMETALMU [1apOJIs, a TAKXKE B CIydae
BBISIBJIICHUS WHIMJICHTOB ((akTOB H T.I.), CBA3aHHBIX CO cOOssMH B paboTe CpencTB
UACHTU(HUKAINKA ¥ ayTeHTU(UKAIINH, TI0JIH30BATEIN 0053aHBl HEMEIJICHHO MTPOUH(POPMHPOBATH
00 3TOM OTBETCTBEHHOTO 3a obecnieuenne 6e3onacuoctu [1/n B UCII/IH niam agMuHUCTpaTOpa
NCTI/n.

5. OTBeTCTBEHHOCTD /I0JKHOCTHBIX JIMI[ B PAMKAX CHCTeMbI APOJIbHOM 3a1UTHI
uHopMmanuu

5.1. Tlonb3oBaTenu, OTBETCTBEHHBIN 3a obecrneuenue OeszomacHoctu [/l B UCII/In u
anmuauctparop MCII[lH HecyT OTBETCTBEHHOCTh 3a HEHaJJIeXallee HCIOJHEHHE WU
HEUCIIOJIHEHUE CBOMX 00513aHHOCTEN, IPeyCMOTPEHHBIX HacTose NHcTpykiyeil, B npeaenax,
OTIpe/IeNIeHHBIX AEUCTBYIOIINM 3aKOHOAaTeabCcTBOM Poccuiickoit @eneparuu. 3a HecoOI0AeHNE
TpeboBaHUN 3akoHonaTenbcTBa Poccuiickoit ®dexepanuu  HpeaycMOTpeHa TpakJaHCKas,
YTOJIOBHAs, aAMHUHUCTPATUBHAS, TUCIUIIIMHAPHAS OTBETCTBEHHOCTD.

5.2. Tlosp30Barenu, OTBETCTBEHHBINA 3a oOecreueHue OezomacHoctd [T B UCIIAH m
anmuauctparop HCII[lH HecyT OTBETCTBEHHOCTh MO JEHCTBYIOUIEMY 3aKOHOJATENIbCTBY
Poccuiickoit deneparuu 3a pasriamnieHue CBEACHUN KOH(DHUICHIIMATIBHOTO XapaKTepa, CTAaBIINX
W3BECTHBIMU IIPHU BBINOJHEHUM CIY)KEOHBIX OO0S3aHHOCTEH, B TOM YHUCIIE NPEAyCMOTPEHHBIX
Hacrosmen MHcTpyKkuuei.

6. Cpok aeiicTBHs U MOPSIOK BHECEHUsI M3MeHEeH Uit

6.1. Hacrosmas MHcTpyKKs BCTYNaeT B CUIIy C MOMEHTA €€ YTBEP>KICHHS U JACHCTBYET
OeccpovHO.

6.2. Hacrosmas MHCTpyKIUS TOIEKUT NEePEecCMOTPY HE Peke OJTHOTO pa3a B TPU rojia.

6.3. H3MeHeHus U [OMOJHEHHUsS B HACTOALLYI0 HHCTPYKIMIO BHOCSTCS MPUKA30M
Hupektopa YupexaeHus.
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[punoxenne 3
K TIPHKa3y

OT «___ » 202___ 1. Ne

HHCTPYKIUSA
10 AHTUBMPYCHOM 3a10MTe
MBAOY «SAcau-can «Burouma»

1. TepmuHbI 1 onpeesieHUs!

1.1. ABTomMaTu3upoBaHHOE pabouee MECTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
MpeHa3HaYeHHBIN [ aBTOMAaTH3alllK JeSITEIbHOCTH OIPEEIIEHHOTO BUAA.

1.2. AHTUBUpYCHAs 3alIUTa — 3alliTa WHGOPMAIMKA U KOMIIOHEHTOB MH(OPMAITMOHHON
CHUCTEMbI OT BPEJOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BHPYcOB) (0OHapy:KeHHE BpeIOHOCHBIX
KOMIBIOTEPHBIX MPOTpaMM (BUPYCOB), OJTIOKUPOBAHUE, U30JUPOBAHUE «3aPAKEHHBIX» 00BEKTOB,
yJaJeHue BPEJOHOCHBIX KOMIBIOTEPHBIX IPOrpaMM (BUPYCOB) U3 «3apakKEHHBIX» 0OBEKTOB).

1.3. adopmannoHHas cuctemMa nepcoHaIbHBIX JAHHBIX — COBOKYITHOCTB COICPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHAJIBHBIX JaHHBIX U 00ECIEeUNBAIOIIUX UX 00pabOTKY MH(OPMAIIMOHHBIX
TEXHOJIOTUH M TEXHUYECKUX CPE/ICTB.

1.4. O6paboTka TmMEpCOHANBHBIX MJAHHBIX — JO000€ JAelcTBUE (Oomeparusi) WIn
COBOKYIHOCTb ACWCTBUI (ONepalnii), COBEpIIaeMbIX C HCIIOJIb30BAHUEM CPECTB aBTOMAaTHU3AIH
win 0e3 MCIOJIb30BaHMS TaKUX CPEACTB C MEPCOHAIbHBIMU JIAHHBIMM, BKJIIOYasi cOOp, 3aIluCh,
cUCTEeMaTH3allii0, HAKOMJICHUE, XpAaHEHUE, YTOUHEHHE (OOHOBJIEHHE, N3MEHEHUE), U3BJICUCHNUE,
WCIIOJIb30BaHUE, TMepenaqy (pacmpocTpaHeHue, MPEAO0CTaBICHHE, JOCTYIl), O0e3THYMBaHUE,
OJIOKMpOBaHKE, yaJI€HNUE, YHUUTOXKEHUE IEPCOHANBHBIX IaHHBIX.

1.5. KondpunennmansHocTh MHPOpMANIMA — 0O0s3aTENBHOE IS BBITIOJHEHHS JTHIIOM,
MOJIyYMBIIUM JIOCTYI K OIpeneneHHOoW HHdopmanuu, TpeOoBaHHWE HE IepelaBaTh TaKylo
nHGOpMALHIO TPETHUM JIMIaM Oe3 coriacus ee oOnagares.

1.6. IlepcoHanbHble JaHHbIE — J1t00ast HH(GOPMALHs, OTHOCAIIAACS K PSMO HJIM KOCBEHHO
OIpe/IelIEeHHOMY WM ONpesiesieMoMy (pU3HuecKoMY JIUIY (CyOBEKTY HEPCOHANbHBIX JAHHBIX).

1.7. Ilonb3oBarens MHAOOPMAIMOHHON CUCTEMBI MEPCOHAIBHBIX JAHHBIX — PAOOTHHK,
OCYLIECTBISIOIIMNA  00pabOTKY MEpPCOHAIBHBIX JAHHBIX B HH(OPMAIMOHHON CHUCTEMeE
[EPCOHATIBHBIX JAHHBIX.

1.8. CpenctBo aHTUBUPYCHOM 3alIUTHl — IPOTPAMMHOE CPEJICTBO, peanu3yrouiee GyHKINU
OOHapyXeHHMs KOMIIBIOTEPHBIX HporpaMM JMOO MHOM KOMIBIOTEpPHOW HH(pOpMaIUH,
IIpeJHA3HAYCHHBIX JJI1 HECAHKLIMOHUPOBAHHOI'O YHUYTOXKEHUs, OJIOKUPOBaHUs, MOAU(UKaLuy,
KOIMPOBAHUS KOMIIBIOTEPHOM MH(OpMaLMY UM HEUTpaIn3aluy CpeJICTB 3alUThl UH(OPMALIHH,
a TaKk)Ke pearupoBaHMs Ha OOHAPY)KEHUE 3TUX IPOrpaMM U MHPOPMaLIUH.

1.9. CpeactBo 3anmthl MHGOpMAnMM — HOporpaMMHOE oOecreyeHue, MpOoTrpaMMHO-
anmapatHoe  oOecriedeHue, amnmapaTHoe  oOecrieyeHue, BEUIeCTBO WM Marepual,
IpeJHa3HAYCHHOE UIIH UCIIOJIb3yeMOe ISl 3alllUThl HH(POPMALIUH.

2. O0wmme mMoJIOKEHUA

2.1. Hacrosmas MuacTpykiuus no antuBupycHoi 3amute MBJIOY «Sfcnu-can «Butomay
(manee — THCTpyKIIUs1) peryIupyeT BOMPOCH OpraHU3allii aHTUBUPYCHOM 3aIIUThI ¥ TPeOOBaHUs
K HOPSAKY IPOBEAEHUSI aHTUBUPYCHOT'O KOHTPOJIS.
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2.2. WHCTpyKIMsS yCTaHaBIMBAaeT TPEOOBAaHHMS W OTBETCTBEHHOCTh INPH OpPraHU3aLUU
3amUThl  MHQOPMAIMM OT  Pa3pyIIAIOUIETO BO3JCHCTBHA BPEJOHOCHBIX TMPOTPaMM  —
KOMITIBIOTEPHBIX BUPYCOB.

2.3. TpeboBanus Hactosmie MHCTpYKIUMH SBISIOTCS 00s3aTEIbHBIMH ISl UCTIOTHEHUS
Bcemu pabotaukamu MBJIOY «Slcnu-can «Butomay (1anee — YupexaeHus ), HCIIOJIb3YIOIUMU B
CBOEH paboTe cpesICTBAa BHIYUCIUTEIBHON TEXHUKH.

2.4. Bce paboTHHKH YUpexJeHUs, UCIONB3YIOIINE AaHTUBUPYCHBIE CPEICTBA, JOJDKHBI
OBITH 03HAKOMJICHBI C TPEOOBAHMSIMHU HACTOSICH VHCTPYKIIUEH 0T TIOIITUCH.

2.5. Hacrosmas WHCTpyKIusi SIBISIETCS JOMOJHCHHEM K JICHCTBYIOIIMM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHMM JIOKyMEHTaM) IO BoIpocaMm oOecreueHus 0e30MmacHOCTU
CBEJCHUN KOH(HUIECHIUAIBHOTO XapakTepa, B TOM YHCIIE€ U MEPCOHAIbHBIX JIAaHHBIX (nanee —
[1/11), 1 HE UCKITIOYAET 00s3aTEIILHOTO BBHITIOJIHEHHS MX TPEOOBaHMIA.

3. TpeOGoBaHUsI K AHTUBMPYCHBIM CpPeICTBAM

3.1. B VupexaeHuu K TNPUMEHEHHUIO [IOMYCKAIOTCSA JUICH3NOHHBIE AHTHBHPYCHBIE
porpaMMHble ¥ (WIKM) MpOrpaMMHO-aNmapaTHble CpeAcTBa (aHTUBUPYCHBIE CpEACTBA),
3aKyIUICHHbIE Y pa3pabOTUnKa yKa3aHHBIX CPEJCTB MM €ro OPUIMAIBHBIX AUIIEPOB.

3.2. AHTHBHUpYCHBIE CpPEACTBA JIOJDKHBI (YHKIIHOHHUPOBATh B TCUCHHE BCETO BPEMEHH
paboThl CPEJICTB BHIYUCIUTEIHHON TEXHUKU (OT MOMEHTA 3arpy3KH ONEPallMOHHON CHCTEMBI JI0
MOMEHTA €€ BBITPY3KH).

3.3.  AHTHBUPYCHOE CPEJCTBO HE JIOJDKHO CYIIECTBEHHO 3aTPYAHITH PaOOTOCIIOCOOHOCTh

CPEICTB BBIYUCIUTENIbHON TEXHUKU UH()OPMAIIMOHHBIX CUCTEM MEPCOHATIBHBIX JaHHBIX (Jajee —
NCTI/n).

4. TlpaBa u 00513aHHOCTH

4.1. AHTUBHPYCHOW 3aIllUTE IOJUICKHUT BCs, OOpabaThiBaeMas B YUPEKICHUU IIPH
MTOMOIIIM CPEJCTB BBIYMCIUTEIBHON TEXHUKH, WHGOPMAIMsA, HE3aBUCUMO OT OTIpaHMYCHUMN
JIOCTYTIa K HEM.

4.2. @aiinpl, moMemaeMble B 3JEKTPOHHBIM apXWB JIOJDKHBI B 00S3aTEIBHOM TOPSJIKE
MPOXOUTH AHTUBUPYCHBIN KOHTPOJIb.

4.3. VYcranaBnuBaemoe (M3MEHSEMOE) TMporpaMMHOE oOecredyeHue JOJHKHO —ObITh
MIpeIBAPUTENILHO MPOBEPEHO HA OTCYTCTBHE BUPYCOB.

4.4. B UCII[Ix 3anpermiaercs yCTaHOBKa MPOTPAaMMHOTO OOecrieueHus, He CBSI3aHHOTO C
BBITIOJIHEHHEM  (DYHKIUH, MPEeIyCMOTPEHHBIX TEXHOJOTUYECKUM IpoleccoM o0paboTKu
nHpopMaIuu.

4.5. CompoBoxaeHnue (peryisipHoe OOHOBJICHHE, aHTUBHUPYCHBIH KOHTPOJIb, BBISBICHHE
(akTOB 3apaKeHUsI U MPOBEACHUE CITY)KEOHBIX pPaccleOBaHUI) MPABUJI aHTUBUPYCHON 3aIIUTHI
BO3JIararoTCsl Ha OTBETCTBEHHOTO 3a oOecnieueHue 6ezomacuoctu I1/{n B UCTI/IH.

4.6. OcHOBHBIC 3a7]a91 OTBETCTBEHHOTO 3a obecrieuenue 6e3onacHocT [1JIn B UCIT/{H:

— OpraHu3anus npolecca yCTaHOBKU aHTUBUPYCHBIX cpeacts B MCII/IH;

— COINPOBOXICHHE AHTHBUPYCHBIX CpPEICTB (OOHOBJIEHUE, AHTUBHUPYCHBIM KOHTPOJIb,
COTPOBOXKJCHHE JEHCTBUU TMOJIb30BaTeNell B CiIyd4asX OOHApYKEHUS BHPYCOB,
obecrneueHne paboTOCIOCOOHOCTH AaHTUBHPYCHBIX CPEJICTB);

— KOHTPOJIb COCTOSIHUSI CHCTEMbI aHTUBUPYCHOM 3aIIUTHl HH(GOPMAITUHU B Y UPEKICHHUH.
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4.7. OtBercTBeHHBII 3a obOecrmeuenue Oe3omacHoctn II1/ln B MCII[In  Hecer
OTBETCTBEHHOCTb 3a!

— 32 CBOCBPEMEHHYIO YCTAaHOBKY aHTUBUPYCHBIX CPEJICTB;

— 3a JKCIUTyaTaluio (aHTUBHUPYCHBIM KOHTPOJb, PabOTOCHOCOOHOCTh AHTHBUPYCHBIX
CPEACTB, CONPOBOXKJIEHHE MACWCTBUI TMOJB30BAaTENE B CilydasX OOHapyKEHHs
BHPYCOB) CHCTEMBI aHTUBHPYCHOH 3alIUTH HHPOPMAIIHH;

— 32 CBOEBPEMEHHOE OOHOBJICHUE JIMIIEH3UN Ha AHTUBUPYCHBIE CPEJICTBA;

— 32 CBOEBPEMEHHOE OOHOBJIEHUE AaHTUBHUPYCHBIX 0a3.

4.8. OtBercTBeHHBI 3a oOecrieueHue OezonacHoctu [1/{n B UCIT/IH umeeT npaso:

— BHOCUTH MPEJIOKEHUS O COBEPIICHCTBOBAHUIO CHUCTEMBbI aHTHUBUPYCHOMW 3aIlUTHI
nHpopmanuy;

— TPUHUMATh y4acTHE B IJTAHUPOBAHUU MEPOIPHUATHN 1O AHTUBHPYCHOM 3aIluTe
MH(pOpMAIIUU U TIITAHUPOBAHUH OCHAIEHHUSI aHTUBUPYCHBIMH CPEJICTBAMU,

—  OCYIIECTBISATH KOHTPOJb COCTOSIHUS CPEJICTB aHTUBUPYCHOM 3aIUThl UHPOPMALIUHU B
Yupexnenuu;

— HWHUIMHUPOBATH CIIY’)KEOHBIE MPOBEPKH M YIaCTBOBATh B MPOBEICHUHN PACCIEIOBAHUI
no ¢dakram 3apaxkerust Bupycamu MCII/IH 1 cpeacTB BEIUUCTUTETLHON TEXHUKH;

— OKa3bIBaTh MOMOIIb B PEIICHUU MTPOOIEM, BO3HUKAIOIINX MIPH IKCIUTyaTaIliH CPEJICTB
AHTUBUPYCHOM 3aIlMTHI.

4.9. Tlosp30BaTenh AHTHUBUPYCHOTO CPEACTBA — JIMIIO, Ha pabouyeM MeCcTe KOTOPOTo
MIPUMEHSIETCSI aHTUBUPYCHOE CPEICTBO.
4.10. Tlomb3oBaTeNsiM aHTHBUPYCHBIX CPEACTB 3aMpeniacTcs:

— MEHSTh HACTPOMKM WM OTKIIOYaTh CPEACTBA AHTHUBUPYCHOW 3alllUThl BO BpeMs
paboTHI;

— HCMOJb30BaTh CPEJICTBA AHTUBUPYCHOM 3aIIMTHI, OTIMYHBIE OT YCTAHOBJICHHBIX
CPEICTB;

— 0e3 paspemieHuss OTBETCTBEHHOTO 3a obOecmneuenue OesomacHoctu [1[n B UCIIOH
KOIMUPOBATH JI0ObIE (haiiibl HA ChbeMHbIE HOCUTENU MH(OpPMalLlUU, YCTAaHABIUBATD U
WCIIOJIb30BaTh JI00O€ TMporpaMMHOE oOecredyeHue, He IMpelHa3HauYeHHOe IS
BBITIOJIHEHUS CITY’KEOHBIX 3a/1ay.

5. Tlopsiiok ¥ NepHOAUYHOCTH OOHOBJIEHHS AHTHBUPYCHBIX 0a3

5.1. CpoeBpemeHHoe OOHOBIEeHHE 0a3 MJAaHHBIX CpPEACTB AHTUBUPYCHOM 3allUTHI
nHpOpMaUKU SABJISETCS HEOTHEMJIEMOM 4YacThio oOecrneueHHs dS(PPEKTUBHOW IMOTMTHKA
AHTUBUPYCHOU 3aIIUTHI HH(MOPMAIIUH.

5.2. VYcraHoBke OOHOBJIEHMI MJOKHO TmpeamiecTBoBarh TectupoBanue HWCII[IH Ha
OTCYTCTBHE HETaTHBHBIX BO3/ICUCTBUI OT BHOBb YCTaHABIMBAEMbIX OOHOBIICHUH.

5.3.  YcraHOBKE HOBBIX BEpCU IPOTPaMMHOTO 00€CTIeueHN s WM BHECEHUIO U3MEHEHUH U
JOTIONTHEHUH B JICHCTBYIOIIEe MpoTpaMMHOE oOOecledeHne JOJDKHO —MPEeIIecTBOBAThH
tectupoBanue MCII/IH Ha OoTCyTCTBHME HEraTUBHBIX BO3JIEMCTBUM YKAa3aHHOTO MPOTPAMMHOIO
oOecreueHus.

5.4. Tlepuoan4HOCTh OOHOBIEHUS AaHTUBUPYCHBIX 0a3:

— oOHoBieHue aHTUBHPYCHBIX 0a3 1t Bcex MCII/IH, nMeromux moAKIIOUeHUE K CETIM
oOIIero TMOJIb30BaHUS M CETSAM MEXAYHApOJHOTO HH(pOpMAMOHHOTO OOMeEHa,
JOMKHO OBITh €XKeJHEBHBIM. VICTOUYHWUK OOHOBIEHUS — cepBep pa3padoTyHKa
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AHTUBHPYCHOTO CpEIACTBa, JHOO COOCTBEHHBIH IEHTPAIM30BAHHBIN CETEBOU
HMCTOYHUK OOHOBIICHWH, TOJy4yaromuii OOHOBJICHUS C cepBepa pa3paboTduka
AHTUBUPYCHOI'O CPE/ICTBA.

— oOunoBnenue anTuBUpYycHbIX 0a3 ans MCII/IH, He UMEIONNX MOAKIIOYCHHE K CeTIM
o0IIero TMOoJIb30BAaHUA M CETSAIM MEXIYHapOIHOTO HH(pOpMAMoOHHOTO OOMeHa,
OOHOBJICHHE JOJDKHO OBITH HE MeHee | pa3a B Hememto. McTouHMKOM OOHOBJICHHS B
JAHHOM Cllydae SIBJISIFOTCSI aHTMBUPYCHbIE 0a3bl, 3allUCaHHBIE HA IPEIBAPUTEIILHO
YUTEHHBIA B YCTAaHOBJICHHOM MOPSAIKE CbEMHbIN MAIIMHHBIA HOCUTEIh HHPOPMAIIIH.

6. HOpﬂ)IOK U NNEPUOANTHOCTD NMPOBECACHUA AHTUBUPYCHOI'0O KOHTPOJISA

6.1. OObeKkTaMu aHTUBHUPYCHOTO KOHTPOJIS SBIISFOTCS:
— JKeCTKHE MarHUTHbIE AUCKH pabounx cTaHuuii u cepsepos UCI1/IH;
— CeTeBble XpaHWINIIA (CUCTEMBI XpaHEHUS IaHHBIX);
— olepaTHBHAs U CUCTEMHAas MaMsTh CPEICTB BHIYMCIUTENbHON TEXHUKH;
— CbEMHbIE MalllMHHbIE HOCUTEIN UH(DOPMALINH;
—  BXOJSIIMK U UCXOISAIINN KOHTEHT (BeO-Tpaduk);
— (ailnpl, mnodgydyaeMble M TIepelaBaeMble 4Yepe3 CETH OOIIEro IMO0JIb30BAHUS H
MEXAYHApOIHOTO HH(OPMALIMOHHOTO 0OMEHa;
— TIOYTOBBIE COOOIIEHUS EKTPOHHOM MOYTHI.

6.2. AHTHBHUPYCHBI KOHTPOJIb BXOJAIEH HH(POPMALUU CO CBEMHBIX MAIIMHHBIX
HocuTenel wHpOpMaMK HEOOXOIUMO TMPOBOAWTH JI0 TepeHoca WH(opMmanuu Ha KECTKUN
MarHuTHBIH JUCK pabodeil CTaHIMM WM ceTeBoid auck. Mudopmarus, momydaemas 1o
TEJIEKOMMYHUKAIIMOHHBIM KaHajIaM, J0JKHA IPOBEPSTCS BO BpeMs, WK cpa3y MOCIIE MOTy4eHHs.
KoHnTpone wucxondmeid HHPOpMALUU HEOOXOJMMO HPOBOJUTH HEMNOCPEACTBEHHO Iepen
OTIPABKOH (3aITMChIO HA ChEMHBIN HOCHUTEIIB).

6.3. Buel u nepuoIMYHOCTh AHTUBUPYCHBIX MPOBEPOK MpEICTaBIEHbI B TabnuLe 1.

Tabauma 1
he OOBeKT KOHTPOJIS Bun nposepku e e
n/n MIPOBEPKHU
1 XKecTkue MarHUTHBIE JUCKH pabovnx [TonHas nmpoBepka 1 pa3 B Mecsn
cranuuii u cepsepos UCIIIx BricTpoe ckannpoBaHue 1 pa3 B HefeIO
2 CereBble XpaHUIAIIA (CHCTEMBI XPaHEHHS TonHas mposepka 1 pas B meosn
JTAHHBIX )
3 OmnepaTuBHas U cucreMHas maMath cpeacts | [lonHas mpoBepka 1 pa3 B mecsI1
BBIUUCIIUTENILHON TEXHUKU BricTpoe ckaHUpOBaHUE 1 pa3 B HezenI0
[Ipu xaxmom
4 |CpemHble MAIIMHHBIE HOcUTENN nHpopMarmy | [lonHas npoBepka
MOAKIIIOUECHUN
MunnMaapHO He00X0AUMOE TpeOOBaHHE -
5 |Beb-Tpaduk HACTPOIKa aHTUBHUPYCHOT'O CPEICTBA 10 [MocrosHHO
YMOJTYaHHIO
@aiinbl, OJIy4aeMble U NIEpEeJaBaeMblE Uepe3 [Ipu xaxaom
6 |cerm oOmIero NoNB30BaHUS U ITonnas nmpoBepka MOJYYCHNH U
MEXIYHAPOIHOTO HHPOPMAIIMOHHOTO 00OMEHA OTIIPaBKe
MunnMaasHO He00X0AUMOE TpeOOBaHHE - [Tpu xaxmgom
7 |TlouToBble COOOIMICHNS 3JEKTPOHHON MOYTHl | HACTPOHKA aHTHBHPYCHOTO CPEZICTBA 110 MOJIYYCHNH U
YMOJTYaHHIO OTHpaBKe

7. Tlopsinok aeiicTBUii Npu 00HAPY:KEHHH BHPYCOB

7.1. OcHOBHbIMH MyTMU TpoHuKHOBeHUs BupycoB B WCII[H sBistorcs: mroOble
CbEMHBIE MAaIIMHHBIE HOCUTENIM HMH(OpPMAIMM, IEKTPOHHBIE MOYTOBBIE COOOIIECHUs, TpaduK,
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MOJIy4aeMblii U3 ceTel OOIIEero MOJIb30BAHUS U CETed MEXIYHAPOJHOTO HH(POPMAIMOHHOTO
oOMeHa, paHee 3apakeHHbIE padoUre CTAaHLIMU U CepBepa.

7.2. B cnydae oOHapyKEHHS BHUPYCOB IPH BXOJHOM KOHTPOJICE CHEMHBIX MAITUHHBIX
HocuTened wuHpopManuu, (HalaoB WIM 3IEKTPOHHBIX IMOYTOBBIX COOOIICHUIA, MOJIH30BATEIb
JIOJIKEH:

— HEMEIUICHHO MPUOCTAHOBUTH BCE PabOTHI HA CBOCH pabouel CTaHIIUU;

— COOOIHUTH OTBETCTBEHHOMY 3a obecnieuenue Oezonacuoctu [1/Ja B UCIIH o dakre
oOHapyXeHHs BUPYCA;

— TIPUHATH COIVIACOBAaHHBIE C OTBETCTBEHHBIM 3a obOecneueHue Oe3omacHoctu I1/1H B
UCII[dH w™epsl TO JOKaIM3allMd W YAAJICHHIO BHUPYCa C HCIOJb30BaHUEM
AQHTUBHUPYCHBIX CPEJICTB.

7.3. Ilpm HEBO3MOXXHOCTH JIMKBHJAIIUU  TIOCJICICTBUH  BHPYCHOTO  3apaKCHUS
OTBETCTBEHHOMY 3a obecnieuenue 6ezonacuoctu [1/{n B UCII/In HeoO6xoaumo:

— coo0muTh 0 @QaxkTe OOHapY)KEHHsS MPOrpPaMMHBIX BHPYCOB B OpraHU3aIUIO,
OCYIIECTBJISIONIYIO0 TEXHUYECKYIO TTOAIEPIKKY IKCIITyaTallu CPEJICTB aHTUBHPYCHOM
3alUThl HHpOPMALIUK;

— 3aapXUBUPOBATHh  3apaKCHHBbIC  (ailibl W HampaBUTh C  TNPWIOKECHUEM
COOTBETCTBYIOIIETO COIPOBOIUTENBHOTO JOKyMEHTa B OpraHu3aIuIo,
OCYIIECTBJISIONIYIO0 TEXHUYECKYIO TTOAIEPIKKY IKCIITyaTallu CPEJICTB aHTUBHUPYCHOM
3aIuTHl HHpOpMAIUH.

7.4. Tlpu nmonmydeHnn WHGOPMAIMK O BO3MOXKHOM HapyIIeHUHU JIMOO BBISIBICHUH (akTa
HapymeHus TpeOoBaHui Hactosmed HWHcTpykiun pabota Ha paboueld CTaHIIMU JTaHHOTO
M0JIb30BATENsl HE3aMEJIUTENIbHO OJOKHPYETCSl MO PEIIEHHI0 OTBETCTBEHHOTO 3a obecredeHue
oe3omacHocTu I1/{n B UCII/IH.

7.5. ®axTel MOAUGUKAIIMN U PAa3PYIICHUS JTaHHBIX Ha CEpBEpaxX WM PabOUYMX CTAHIIUAX,
3apakeHHE UX BHpPYCaMH, a Takke OOHapyXeHHE IPYruX BPEIOHOCHBIX MPOrpaMM — BCE 3TO
OTHOCUTCSI K 3HAUMMBIM HapylleHusM Oe30macHOCTH HH(OpMalMM U JIOJDKHBI  OBITH
MIPOAHAJIM3UPOBAHBI TOCPEICTBOM MPOBEJICHUS CITY>KEOHOTO pacciieZIOBaHMUS.

7.6. CnyxebHoe pacciejoBaHHE TIPOBOJUTCS KOMHCCHEH, Ha3HauaeMol MpUKa30M
Hupektopa VYupexnaeHus. B cocraB komuccun B 0043aT€NbHOM TOPSIKE BKIIOYAETCS
agmuauctpatop MCIIJIH, oTBeTcTBeHHBIN 3a obecneyeHue Oe3omacHoctu [IJln B HCII/IH,
HEMOCPEJCTBEHHBIN PYKOBOJAUTENb pabOTHUKA, AOMycTUBIIEro (akr kommpomerauuu. [lpu
HEO0OXOIMMOCTH B COCTaB KOMUCCHUU MOT'YT BKIIIOUATHCS APYrue paOOTHHUKHU.

7.7. Pesynbrarhl paboThl KOMUCCUU OGOPMIISIOTCS aKTOM. AKT MOANIEKHUT YTBEPKICHUIO
Jupekropa YupexaeHus.

7.8. B mporecce paboTbl KOMHCCUU 00S3aTEIbHBIMU Il YCTAHOBJICHHUS SIBIISIFOTCS:

— J1ara u BpeMms 3apaxxeHus (0OHapyKEeHHsI 3apaKeHus);

— @®UO, nomKHOCTh W TMoJpa3felieHue padOTHUKA, TEXHUYECKOE CPEICTBO KOTOPOTO
3apa)K€HO BUPYCHOU IIPOrpaMMOil;

— YpPOBEHb KPUTUYHOCTH 3aPA’KEHUS;

— 0o0cTOoSITeNnsCTBA, CIIOCOOCTBOBABIIIHE 3aPAKECHHIO;

— uHGOPMAIMOHHBIE PECYPCHI, 3aTPOHYTHIE 3apPAKEHUEM;

— XapakTep U pazMep peallbHOTO M MOTEHIIMAIBLHOTO yiepoa.

7.9. B xoze cBoeil pabOThI KOMUCCHUSI MOYKET 3alpaliuBaTh 00BICHUTENBHBIE 3AMMUCKH OT
pabOTHUKOB, MMOJ0O3PEBAEMBIX B BHHOBHOCTH 3apakeHUsi (IIyreM NHUCHhMEHHOTO 3ampoca HX
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HEMOCPEJCTBEHHBIM PYKOBOAUTENsIM). OOBSICHUTENIbHAS 3alKCKa JIOJDKHA OBITH MpeacTaBlieHa
KOMHCCHU B TeueHue 3 (Tpex) paboumx JHEH ¢ MOMEHTa MOCTYIUICHHS 3anpoca. B ciydae oTkasza
MPEJOCTaBUTh OOBSICHUTENBHYIO 3aIUCKY, JAHHBIH (DaKT OTpaykaeTcs B aKTe.

7.10. YHuuTOXEHHE MaTepHAIOB paccieloBaHus ()aKTOB 3apakCHUS OCYILIECTBISETCS B
COOTBETCTBUU C YCTAHOBJICHHBIMU TPEOOBAHUSAMM I10 JICIOMPON3BOJICTBY 1 HOMEHKJIATYPOU J1eJ.

8. OTBeTCTBEHHOCThH

8.1. Tlosp3oBarenn u OTBeTcTBeHHBIN 3a obOecreuenune OezomacHoctu [Tl B UCIIAH
HECYT OTBETCTBEHHOCTD 32 HEHA/JIEKAILEe CIIOJHEHUE WM HEUCTIOJIHEHUE CBOUX 0053aHHOCTEH,
MPEeyCMOTPEHHBIX HacTosimed WMHCTpyKiuen, B Mpenenax, ONPENeNCHHBIX ACHCTBYIOIINM
3akoHoAarenscTBOM Poccuiickoit @enepanun. 3a HecoOmoaeHrEe TpeOOBaHUI 3aKOHOJATEILCTBA
Poccuiickoit  @enepauun MpeaycCMOTpPEHA Tpa)KJaHCKas, YroJoBHAas, aIMHUHHCTpATHUBHAs,
JUCHMIUIMHAPHASL OTBETCTBEHHOCTb.

9. CpOK JeHCTBUA U MOPAAOK BHECCHHUSA H3MEeHeHUH

9.1. Hacrosmas MHCTpYKIUS BCTyMaeT B CHIIYy C MOMEHTA €€ YTBEP)KICHHsSI U JICHCTBYET
OeccpovHo.

9.2. Hacrosmas MHCTPYKITHS TIOUISKUT IIEPECMOTPY HE PEIKe OJTHOTO pa3a B TPH Tojia.

9.3. U3MmeHeHuss W [IOTIONIHEHHWS B HACTOSIIYI0 WMHCTPYKIIMIO BHOCSTCS TPHKA30M
3aBEYIOIIETO Y UpEeKACHUS.
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[Ipunoxenue 4
K [IPUKa3y
OT«__ » 202 1. Ne

NHCTPYKIUA
110 OPraHM3alUH pe3epBUPOBAHUS H BOCCTAHOBJICHHS PA00TOCIIOCOOHOCTH TEXHHYECKUX
CPeICTB U MPOrpaMMHOro odecnedeHus,, 0a3 JaHHbIX U CPEJCTB 3alIMThHI HHpOpManuu

B MH()OPMALHOHHBIX CHCTEMAX NEPCOHATBHBIX JAHHBIX
MBAOY «SAcau-can «Burouma»

1. TepMmuHbI U onipeaeeHUs

1.1. ABToMaTH3UpOBaHHOE pabouee MEeCTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
MpeHa3HAYCHHBIH TS aBTOMATH3AIMH ACSTEIHHOCTH OMPEIeSICHHOTO BU/IA.

1.2. UadopmanmoHHas cCHCTeMa MEePCOHATBHBIX JAHHBIX — COBOKYITHOCTH COJCPKAIITHXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX TAHHBIX U 00ECIEUNBAIOIINX UX 00pabOTKY MH(OPMAIIMOHHBIX
TEXHOJIOTUH ¥ TEXHHUYECKUX CPEJICTB.

1.3. OOpaboTka TepCOHAIBHBIX JaHHBIX — J00Oe JeHCTBHE (omepamus) WIH
COBOKYITHOCTB JICHCTBHIA (OTIepaIHii), COBEPIIAEMBIX C HCIIOIb30BaHUEM CPECTB aBTOMATH3AINN
Wi 0e3 WCIOJIb30BaHMsI TAKUX CPEACTB C MEPCOHANBHBIMU JTAaHHBIMH, BKJIIOUasi cOOp, 3aluCh,
CHUCTEMaTH3aIMI0, HAKOTUICHWE, XpaHeHUe, yTouHeHHe (0OOHOBIIEHHE, U3MEHEHNUE), U3BJICUEHNE,
WCIIOJIb30BaHUE, TMepenavy (pacmpocTpaHeHue, MPEeAOoCTaBIICHHE, JOCTYI), OO0e3THYMBaHUE,
ONOKMpOBaHUE, YAAJIEHUE, YHUUTOKEHHE TEPCOHANBHBIX JaHHBIX.

1.4. KondunennuanbHOCTh HWHPOpPMANMA — OOS3aTENBHOE IS BBITIOJHEHHS JIHIIOM,
MOJIYYUBIIUM JIOCTYI K ONpeaesieHHoN uHpopMmanuu, TpeOoBaHHE HE IepelaBaTh TaKYIo
WH(pOpMAIIUIO TPETHUM JIUIIaM 0e3 coTiacus ee 00aaaTes.

1.5. TlepconanbpHbIie naHHBIE — TH00as HHGOPMAIIHS, OTHOCSIIASCS K TIPSIMO MJIK KOCBEHHO
OTIpeNIeTICHHOMY WJIU oTpenensieMomy pusndeckoMy Uiy (CyObEKTY MEPCOHATBHBIX TAHHBIX).

1.6. [lonb3oBarens MHOOPMALMOHHONW CHUCTEMBbI NEPCOHAIBHBIX NAHHBIX — PAOOTHUK,
OCYILIECTBISIONIMI  00pabOTKy IMEpCOHaJIbHBIX JaHHBIX B HH(POPMALIMOHHOW cHCTEME
MEePCOHATBHBIX JAHHBIX.

1.7. CpenctBo aHTUBHPYCHOH 3aLIUTHI — IPOTPAMMHOE CPEJICTBO, peau3yromiee pyHKIUu
oOHapy)XKeHHsI KOMIBIOTEPHBIX HporpamMMm JHOO HHOM KOMIBIOTEpHON uHMOpMaLuHy,
MpeIHA3HAYCHHBIX JIJIs1 HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUS, OJOKMPOBaHUS, MOIU(PUKAIUY,
KOIHMPOBAHUS KOMITBIOTEPHON HH(POPMAIUK WU HEUTpaIu3alliu CPEACTB 3allUThl HHPOPMAIIHH,
a TaKKe pearupoBaHus Ha OOHAPYKEHUE ITUX MPOrpaMM U HHPOPMAIHH.

1.8. CpeactBo 3amuThl HHPOpPMAIMK — MpPOTrpaMMHOE oOOecredyeHue, MPOrpaMMHO-
anmapaTtHoe  oOecreyeHue, amnmapaTHoe  oOecreueHue, BEIIeCTBO WM Marepual,
MpeHa3HaYeHHbIE WM UCTIOJIb3YeMble Ui 3allUThl HH(OpPMAIIUH.

2. O0uue moJIoKeHus

2.1. Hacrosmas HWHCTpyKnus 10 OpraHu3alud pe3epBUPOBAHMS U BOCCTAaHOBJICHUS
paboTOCIOCOOHOCTH TEXHUYECKUX CPEACTB M IMpOrpaMMHOro obecneueHus, 0a3 IaHHBIX U
CpPEeACTB 3alluThl HH(OpMAUK B HH(OPMAIIMOHHBIX CUCTEMaX MepPCOHANbHBIX AaHHBIX MBJIOY
«lcm-can «Buroma» (mamee — MHCTpyKUusl) yCTaHABIMBAaeT OCHOBHBIE TpeOOBaHUS K
OpraHu3aluM Pe3epPBHOTO KOMMPOBAHUS (BOCCTAHOBIIEHHS) IPOIPAaMM U JIAHHBIX, XPaHSIINUXCS B
0a3ax JaHHBIX MH(QOPMAIIMOHHBIX CUCTEM NepcoHaNbHBIX NaHHBIX (Hanee — MCII/In) MB/IOY
«lcmmn-can «Buromay (anee — YupexaeHue), a Takke K pe3epBUPOBAHUIO aIMapaTHBIX CPEJICTB.
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Hacrosimas MacTpykuus pazpaboTaHa ¢ LEeNblo:

OTIpe/IeNIeHUs] KaTeropuu MHQPOpPMaILUH, MOAJIeKaIleld 0053aTeIbHOMY pe3epBHOMY
KOIIMPOBAHUIO;

OIIpENENeHUsT IPOLEAYpbl  PE3€pBUPOBAHMS  JAHHBIX JUIA  IOCJIEIYIOLIEro
BoccraHoBneHus paborociocooHocTr MCII/IH npu mosHON MIIM YaCTHYHOHM MOTepe
nH(pOpMAINY, BBI3BAHHON COOSIMU WJIM OTKa3aMH alllapaTHOTO WM MPOTPaAMMHOTO
oOecrieyeHns, OIMMOKAMH IIOJIb30BATENCH, Ype3BBIYAWHBIMU OOCTOSATEIHCTBAMU
(moxapoM, CTUXUIHBIMU OECTBUSIMU U T.[1.);

OTIpE/IeNICHUs] TIOPSAIKA BOCCTAHOBJICHUS WH(POPMALMU B Cilydae BO3HHUKHOBEHHS
TaKOH HEOOXOJUMOCTH;

YHOpSAAOYEHUsI pabOThl U ONpEIENeHUs OTBETCTBEHHOCTU JIOJDKHOCTHBIX JIHII,
CBSI3aHHOM C pe3epBHBIM KOIMPOBAHWEM U BOCCTAHOBJIEHHEM MH(OPMALIHH.
JenctBue Hactosmued HMHCTpykuMM pacnpocCTpaHseTcss Ha BCEX I0JIb30BaTeENei

NCTIn YupexnaeHus, a Tak’ke Ha OCHOBHbBIE CUCTEMbI 00eCIIedeH s HEMPEPHIBHOCTH PabOTHI U

BOCCTAHOBJICHUS PECYPCOB ITPU BO3ZHUKHOBEHUH aBAPUIHBIX CUTYAIIM, B TOM YUCIIE:

2.4.

CUCTEMBbI )KM3HE00eCIeUeHNs TEXHUUECKUX CPEJICTB;

CUCTEeMbI 00eCrieueHnsl 0TKa30yCTOMYUBOCTH;

CUCTEMBI PE3EPBHOTO KONIMPOBAHUS U XPaHEHUS JaHHBIX;

[Tox pe3epBHBIM KONMUpOBaHHWEM HMHGMOPMALUK MOHUMAETCS CO3AaHHE M30BITOUYHBIX

KOMHM 3ammuiaeMor WHGOPMAIMU B DSJEKTPOHHOM BHJE IS OBICTPOTO BOCCTAHOBJICHMS

paborocrocoonoctn MCIIJIH B citydae BO3HUKHOBEHHSI aBapUHHOMN CHUTYyaIlMd, MOBJIEKIIEH 3a
co00i1 MOBpEXIEHUE WU YTPATy TaHHBIX.

2.5.
KaTeropui:

2.6.

Pe3epBHOMY KOMUPOBAaHHIO MOMICKHUT UHGOPMALUs CIEIYIOIUX OCHOBHBIX

nHpopmanus, oopadaTeiBaeMas moss3oBarensiMu B UCIIJIH, a Takke nndopmanus,
HeoOxoauMmast Uil BoccTaHoBjeHUs1 padorocrnocoonoctu MCIIIH, B T.4. cucrem
ynpasiieHus 6azamu maHHbIX (Hanmee — CYBJ]) oOrero mojap30BaHus U CIIPaBOYHO-
MH(OPMALIMOHHBIX CUCTEM OOIIET0 UCIIOIb30BAHMS;

paboyrie KOMUU YCTAaHOBOYHBIX KOMIIOHEHTOB MPOTPaMMHOT0 OOecreueHus 001ero
Ha3HAYEHUS U CHEIHUAIM3UPOBAHHOTO MPOrPAMMHOTO OOECHEUeHUs CEPBEPOB H
paboynx CTaHIIMIA;

uHpopmanusg, HeoOXoAuMasl Ui BOCCTAaHOBJICHMSI CHUCTEM YIpaBlieHUs Oazamu
nanHbiX MCIIJIH, nOKaJbHOW BBIYUCIUTEIBHOW CETH, CHUCTEMBI 3JIEKTPOHHOTO
JOKyMEHTO000pOTa;

perucrpanontas nHhopMaIus CUCTEM 3allUThl HHPOPMaLIUY;

npyras uHpopmanus MCIIJIH, mo MHeHHIO MOJIb30BaTeNeH, aAMUHUCTPATOPOB
NCTI/[In u oTBeTCTBEHHOTO 32 OOecreueHne 0e30MacHOCTH MEePCOHANBHBIX JTaHHBIX
(manee — IIJn) B UCII[H, sBistomiascs KpUTHYHOW Ui paboOTOCHOCOOHOCTH
NUCII .

Hacrosmas WHCTpyKkuus sBIsSE€TCA NOMOJIHEHHUEM K JEUCTBYIOIIMM JOKaIbHBIM

HOPMAaTHUBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BOIpocaM oOecredeHuss 0e30macHOCTH
CBE/ICHUH KOH(UACHIIMATBLHOTO XapakTepa, B ToM urcie u [1/IH, 1 He uckirodaeT 06s3aTeabHOTOo
BBITNOJIHEHUS UX TpeOOBaHU.

3. OO0mme TpeGOBaAHMS K pe3ePBHOMY KONMPOBAHUIO
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3.1. B HHucTpyKinu pe3epBHOTO KOMMPOBAHUS OTIMCHIBAIOTCS ACUCTBUS PU BHIMOTHCHUN
CIIEIYIOLUX MEPOIIPUATHIA:
—  PpE3epBHOE KONMPOBAHUE C YKA3aHUEM KOHKPETHBIX PE3ECPBUPYEMBIX HaHHBIX W
anmnapaTHbIX CPEJICTB (B cliydyae HEOOXOAUMOCTH);
—  KOHTpPOJIb PE€3€PBHOIO KOIIMPOBAHMS;
—  XpaHEHHE PE3ECPBHBIX KOUM;

— IIOJJHOC HJIM YaCTUYHOC BOCCTAHOBJICHHUC JaHHBbIX.
4, OTBeTCTBEHHOCTD 32 COCTOSIHHE PE€3€PBHOI0 KOIMUPOBAHUSA

4.1. OTBETCTBEHHOCTh 32 KOHTPOJIb HAJ[ CBOEBPEMEHHBIM OCYIIECTBICHUEM PE3EPBHOTO
KOIHMPOBAaHUSA M COOJIIOJIEHUEM COOTBETCTBYIOIIEH MHCTpyKIMHM, a TakXke 3a BBINOJHEHUEM
TpeOOBaHUN IO XPAaHEHWIO PE3EPBHBIX KOMUN U MPEeIOTBPALIEHUI0 HECAHKIHOHHPOBAHHOIO
JOCTYIa K HUM BO3JIaraeTcsl Ha OTBETCTBEHHOTO 3a ooecnieuenue 6ezomacuoctu [1/1n B UCIIdH u
anmunauctparopos UCII/IH.

4.2. B cimyyae OOHapyXeHHS IMOTBITOK HECAHKIIHOHUPOBAHHOTO JIOCTYNA K HOCHTEISIM
pe3epBHOM HMHGOpMAIMKM, a TaKkKe HHBIX HapyHIeHUSX HHPOPMAIMOHHON O€30MacHOCTH,
MPOM30LIEAIUX B TIPOLECCE PE3EPBHOTO KOMMPOBAHUS, COOOIIAETCS OTBETCTBEHHOMY 3a
obecneuenue Oe3omacHoctu I[1[In B MCII[IH B Teuenue pabouero AHs Mociie OOHApy>KeHUs
YKa3aHHOTO COOBITHSI.

5. Ilepnoau4yHOCTH pe3epBHOI0 KONMPOBAHMSA

5.1. Pe3epBHOE KOMUPOBAHHWE CIECIHAIM3UPOBAHHOTO MPOTPAMMHOTO OOECIICUCHHS
MIPOU3BOJIUTCS MPH €T TIOTYICHHUH (€CIIH 3TO MPEAYCMOTPEHO HHCTPYKITUEH IO €0 TPUMEHEHHUIO
Y HE MPOTUBOPEUHT YCIIOBHSIM €ro pacipOCTPAaHEHHS ), @ TAKXKE ITPU €ro 0OHOBJIICHUH U ITOJTYYCHUN
WCIIPABJICHHBIX U OOHOBJICHHBIX BEPCHH.

5.2. HWadopmamus, coaepxkamascsi B TIOCTOSHHO HM3MEHSIEMBIX 0a3ax JaHHBIX,
COXPAHSETCS B COOTBETCTBUH CO CIICIYIOIINUM I'PaUKOM:

—  ©KEIHCBHO IMPOBOJUTCS KOMMPOBAHHEC M3MEHCHHOW W JIOTOJHEHHOW WHGOpMAIUU
(HOCHTENH ¢ ©KEeITHEBHOM HH(pOPMaIel J0/DKHBI XPaHUTHCSA B TCUCHHUE HEICTIH ),

—  ©KEHEJCILHO ITPOBOAMTCS PE3epBHOC KOMMPOBAHKME BCEH 0a3bl JaHHBIX (HOCHTEIH C
©KCHEICIIBHBIMU KOIMSMH XPAHATCS B TCUCHHE MECSIa);

—  ©KEMEeCSIYHO IPOU3BOJUTCS PE3CPBHOEC KOIMHMPOBAHME HA CICIHAIBLHO BbIICICHHBIN
HOCHTEJIb JJIUTCIIBHOTO XpaHeHHsI, HH(QOPMALKs Ha KOTOPOM XPaHUTCS IOCTOSIHHO.

5.3. He pexe oaHOro pasa B IoJi Ha HOCHUTEIH JUIMUTEIBHOIO XPAHEHHUS 3aIllMChIBACTCS
uHdopmManus, HE OTHOCAMIASICS K IOCTOSHHO H3MCHSEMBIM 0a3aM JaHHBIX (IIPHKa3bl,
pacrtopsKEHHsI, OTKPBITHIC U3IaHUS U T.]1.).

6. BoccraHoBiieHne HH(pOPMALUM U3 Pe3ePBHBIX KOMU

6.1. B cJIydgac HCO6XOI[I/IMOCTI/I, BOCCTAHOBJICHHUC JAaHHBIX U3 PC3CPBHBIX KOIMMH
MMPOU3BOAUTCA OTBCTCTBCHHBIMUA pa6OTHI/IKaMI/I.

6.2. BoccraHoBieHue JaHHBIX W3 PE3CPBHBIX KOIHH nmpoucxoanuT B Cliydac c¢
HCUYC3HOBCHUA WM HAPYHICHUS BCIICACTBUC HCCAHKIHUOHHUPOBAHHOIO MOOCTylla B CHCTCMY,
BO3ACHUCTBUSI BUPYCOB, MIPOTrpaMMHBIX OIJ_II/I6OK, OIINOOK pa6OTHI/IKOB H allrIapaTHBIX cOoeB.

6.3. BoccraHOBIIEHHE CHCTEMHOTO nporpaMMHOrO oOecrieueHUsT | nporpaMmMHOIr0
oOecreueHust O6H_ICFO Ha3HA4YCHUA IIPOU3BOAUTCA C HUX HOCUTEJIEH B COOTBETCTBUH C
HHCTPYKIUAMHA IPOU3BOJUTCIIA.
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6.4. BoccranoBienue CTIEUAIN3UPOBAHHOTO IPOTPaMMHOTO obecrieueHHs
MIPOU3BOUTCS C TUCTPUOYTUBHBIX HOCHTEIEW WM UX PE3EPBHBIX KOMHUHA B COOTBETCTBUU C
MHCTPYKLHUSMU TI0 YCTAHOBKE WJIM BOCCTAHOBJICHUIO JAHHOTO MTPOTPAMMHOTO 00ecieueHHs.

6.5. BoccranoBnenue uH(poOpMaIUK, HE OTHOCSIIEIHCS K TIOCTOSTHHO W3MEHSEMbIM 0a3zam
JAHHBIX, MMPOU3BOAMTCS C PE3EPBHBIX HOocHTeNed. [Ipu 3TOM HMCHONB3yeTcsl MOCIEqHSST KOUs
nHpOpManuu.

6.6. Ilpm 4dYacTHYHOM HapyIIEHWH WJIM HWCYC3HOBEHMM 3amuceil 0a3  JaHHBIX
BOCCTAHOBJICHUE ITPOU3BOJUTCS C MOCJIEIHEN HEHAPYIICHHOW €KeIHEeBHOM Konuu. [lonHOCThIO
uHbOpMaIKsg BOCCTAHABIMBACTCS C TIOCIEOHEH eXKEHEACTbHOH KOMWHU, KOTOpas 3aTeM
JOTIOJNTHSIETCS ©KETHEBHBIMHA YaCTUYHBIMH PE3EPBHBIMU KOTIHASIMHU.

7. CpOK JEHCTBUA U MOPAAOK BHECECHUSA H3MEHEeHHH

7.1. Hacrosmas MHcTpyKIus BCTYNaeT B CUIIy C MOMEHTA €€ YTBEPKICHUS U JAEHCTBYET
OeccpovHo.

7.2. Hacrosimas MHCTPYKITUS TIOUICKHUT TIEPECMOTPY HE PEKe OJTHOTO pasa B TPH roJia.

7.3. V3MeHeHWS W [IOTIONIHEHHWS B HACTOSIIYI0 WMHCTPYKIIMIO BHOCSTCS MPHKA30M
3aBEYIOIIETO Y UpeKACHUS.
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[Ipunoxenue 5

K [IPUKa3y
OT«__ » 202 1. Ne
MMOPSAJTOK

o0paineHus co CbeMHbIMH MAIIMHHBIMUA HOCHTEJISIMU MEPCOHAIBHBIX JAHHBIX
B MB1OY «Acaun-can «Buroma

1. TepmuHbI 1 onpeesieHUs!

WNudopmanmonnas cucrtemMa MepCOHAIBHBIX JAaHHBIX — COBOKYITHOCTH COAEPIKAIIMXCS B
0a3ax MaHHBIX MMEPCOHAIBHBIX TAaHHBIX M 00ECIeYMBAIONUX MX 00pabOoTKy MH(OPMAIIMOHHBIX
TEXHOJIOTUH M TEXHHUECKUX CPEICTB;

CheMHBII MaIIMHHBIA HOCHTEIbh NEPCOHAIBHBIX JAHHBIX — CMEHHBI HOCHTEINb
MEPCOHATBHBIX JAHHBIX, TPEIHA3HAYCHHBIN JUTS 3aITUCH U CUHUTBHIBAHHS TIEPCOHABHBIX JIAHHBIX,
MPEJCTaBJICHHBIX B CTAHAAPTHBIX KO/IAX;

O0paboTka NepCOHAIBHBIX JaHHBIX — JIt00O€ JeiicTBUe (omepalus) WIH COBOKYITHOCTh
nercTBuil (omepainuii), COBEpIIAEMbIX C HCIOJIb30BAaHUEM CPEJCTB aBTOMAaTH3alMU WM 0e3
WCTIONIB30BAHUSI TaKWX CPEJACTB C TEPCOHAIBHBIMU JIaHHBIMH, BKJIIOYasi cOOp, 3arwch,
CHUCTEMaTH3aIMI0, HAKOTNICHHE, XpaHeHUe, yToUHeHHe (0OOHOBIIEHHE, U3MEHEHNUE), U3BJICUCHNE,
WCIIONIb30BaHME, Tepenaqy (pacnpocTpaHEHHe, TPEeAoCTaBJICHHUE, JOCTYM), 00€3TMYrBaHUE,
OJOKMpOBaHKE, yIAICHUE, YHUYTOKECHHE IEPCOHAIBHBIX TaHHBIX;

[lepconanbHble AaHHBIE — JH00ass UHPOPMAILMS, OTHOCAIIASCS K MPAMO HJIM KOCBEHHO
OTIPENICTICHHOMY WJIU OTpeesieMoMy (GU3NIeCKOMY JIUIY (CyOBEKTY MEPCOHATBHBIX TaHHBIX);

CpenctBo 3amuThl HHGOPMALIUK — TPOrpaMMHOE o0ecrieueHre, MporpaMMHO-annapaTHoe
ofecrnieueHre, amnmapaTHoe oOecreueHHe, BEIIeCTBO WM MaTepuai, MpeAHa3Hau€HHOE WIIU
HCIOJIb3YeMOe ISl 3aIIUThI HH()OPMALIHH.

2. O0mme MoJIOKEHUA

2.1. Hacrosmuit Ilopsnok oOpamieHuss €O ChEMHBIMU MAIIMHHBIMH  HOCUTEJISIMU
nepcoHabHBIX AaHHBIX B MBJIOY «Slcmu-can «Buromay (manee — Ilopsamok), paspaboraH B
COOTBETCTBUU C 3aKOHOAaTeNbcTBOM Poccuiickoit denepaiinu o nepcoHaIbHBIX IaHHBIX (Janee —
[1/IH) 1 HOPMATUBHO-METOJUYECKUMH JOKYMEHTaMH (elepaibHbIX OPraHOB HCHOJIHUTEIbHOM
BJIACTH MO Bompocam Oe3omacHoct [IJIH mpu mx o6paboTke B MHPOPMAIIMOHHBIX CHCTEMax
nepcoHanibHbIX JaHHBIX (Hanee — UCIIdH).

2.2. Hacrosmmii [Topsaok onpenenser:

— mpaBuiia OOpaleHusi CO ChbeMHBIMU MAIIMHHBIMH HOCUTENIIMU WH(GOpPMAIUU, B TOM
yucine u [1/1n (manee — CMHN);

— nopsgok opranuzanuu yuyera CMHU;

— mnopsagok yauutoxxenns CMHU.

2.3. Ilon CMHUM B Hacrosimem Ilopsake mNOHUMArOTCA —ClEAYIOIIME HOCHUTEIH

UH(pOpMAaIIUHU:
— ontuueckue aucku (CD, DVD) ogHoKpaTHON 1 MHOTOKPAaTHOM 3alMCH;
—  JIEKTPOHHBIE HAKOMUTENU UH(popMaruu ((IdII-NaMsITh, CbeMHBIE )KECTKUE JTUCKH);
—  HHBIE HOCUTENU UH(OPMAIIHH.

2.4. TpeOoBanus Hacrtosimero llopsiaka sBISAIOTCS 00sA3aTENbHBIMU IS MCIOJHEHUS
Bcemu pabotnukamu MBJIOVY «fcnu-can «Butomay (nanee — YupexkaeHue), MCIOIb3YIOIINME B
cBoeit pabore CMHU.
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2.5. Bce pabotauku Yupexaenus, ucnonbiytomrie CMHU, 10mKHBI OBITHh 03HAKOMIICHBI
¢ TpeboBaHMUAMHU HacTOSIUM [IOPSIKOM O TIOIHUCH.

2.6. Hactosmmii Ilopsimox sBISeTcs MOTOJMHEHHUEM K JCHCTBYIOIIUM JIOKAJIbHBIM
HOPMAaTHBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BOIpocaM oOecredeHuss 0e30macHOCTH
CBEJCHUI KOH(UIEHIIMATIBHOTO XapakTepa, B ToM uucie u [1/11, u He uckitouaeT 00s13aTebHOTO
BBIIIOJIHEHUS UX TPeOOBaHUIA.

3. HpaBmIa oﬁpame}mﬂ CO CbEMHBIMA MAIIMHHBIMHA HOCUTECJISAMHU NEPCOHAJIBHBIX
JaAaHHbIX

3.1. Oo6pamenne co CMHUM nomKHO OCYIIECTBISETCS TaKUM O0pa3oM, YTOOBI
UCKJIIOYAJIUCh UX yTpaTa, Iopya U HECAHKIIMOHUPOBAHHBIHN TOCTYN K HUM IMOCTOPOHHHUX JIMII.
3.2. Tlpu obpamennn co CMHU, BRIMOTHSIOTCS CIIEAYIONINE OCHOBHBIE TPABHJIA!

— CMHMU yuuThIBatOTCS ¥ BBIIAIOTCS TIO]T TTOATHKCH;

— CMHMU, cpok skcmiyataliud KOTOPBIX MCTEK, YHHUUYTOXKAIOTCS B YCTAHOBJIEHHOM
MOPSIZIKE;

— g BeiHoca CMHHM 3a mpepenbl KOHTPONIMPYEMOM 30HBI, 3alpallMBacTCs
CHelMalIbHOE pa3pellieHue y OTBETCTBEHHOIO 3a obecnieueHne 6ezonacHoctu [1/[x B
NCTIn (nanee — OTBeTCTBEHHBIN), a (hakT BbIHOCA GUKCUPYETCS;

— mpaBo Ha nepeMenienne CMHMU 3a npenensl KOHTPOJIMPYEMOU 30HBI, UMEIOT TOJIBKO
T€ JHIA, KOTOPHIM OHO HEOOXOJAWMO JJIsi BBINOJHEHUS CBOMUX JIOJKHOCTHBIX
o0s13aHHOCTEH ((DYHKITHN);

— Bce CMHMU nomxHBI XpaHUTCS B ceiidax (MeTaTMIecKuX mKadax), 000py10BaHHBIX
BHYTPEHHUMHU 3aMKaMd C JByMs WiId Oojiee AyOlMKaTaMu KIOued U
MPUCTIOCOOJEHHBIMU U1  OTI€YAThIBAHMSI 3aMOYHBIX CKBOXHH WU KOJOBBIMH
3aMKaMu;

—  nomyckaercs xpaneane CMHU BHe ceiidoB (MeTamndecKux mkagoB) MPH YCIOBUSIX
yHuatoxeHus (ctupanus) [1JIH u ocrarounoit nadpopmanuu (MHGOPMAITIH, KOTOPYIO
MO>KHO BOCCTAaHOBUTH MOCIIE yIaJIEHUs C IOMOIIBIO0 HEIITATHBIX CPEJICTB U METOJIOB)
C HCIOJBb30BAaHUEM CPEACTB CTUPAHMs JAaHHBIX M OCTAaTOYHOW MH(popmarmu, J1udo
€CIM Ha CbheMHOM MamuHHOM Hocutene IIJ[n xpansarca tonbko II/IH B
3amu(pOBaHHOM BHUJE C HUCIOJIb30BAHUEM CPEACTB KPUNTOrpapUUECKO 3allUTHI
nHpOpMaIUu.

3.3. CMHMU nomxkeH UCIONB30BaThCA, HE 0OJiee CPOKa IKCIUTyaTallid, YCTaHOBICHHOTO
M3rOTOBUTEJIEM MAaTEPHATILHOTO HOCUTEIIS.

4, HOpﬂI[OK XPaHECHUA U yI€Ta CbeMHbIX MAIIIMHHBIX HOCHTeJIei MNEePCOHAJTBbHBIX JAHHBIX

4.1. CMHMU, nomxHBI UMETh CIENHATBHYI0O MapKUPOBKY. THI MapKUpOBKU BhIOMpaeTcs
OTBETCTBEHHEBIM.

4.2. Bce mnaxomsmuecs Ha xpaHeHun u B oOpamenun CMHU  yuutsiBaroTcs
OTtBeTcTBEHHBIM B «OKypHasie yueTa CbeMHBIX MAIIMHHBIX HOCUTENIEH NEPCOHAIBHBIX JAHHBIXY,
¢dopma koToporo ycranosneHa B [Ipunoxenun 1 k Hactosmemy [lopsaky.

4.3. B Hepaboyee BpeMs U BpeMsl OTCYTCTBUS HEOOXOIUMOCTH Hcmojib3oBaHus [1J{H
CMHMU nomxubl Xpanutbes B xpanununiax CMHU.

4.4. Tlepeuens XpaHwnuil ompesensercs B «KypHane ydeTa XpaHWIHI] HOCHUTENEH
nepcoHanbHbIX JaHHBIX B [ BOY J10 PK «IJFOT»».
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[Tonb3oBarenu ans BbinoaHeHUs padot nosyyaror CMHU y OtBerctBenHoro. Ilpu

MOJIYYCHHU JOCJIIAK0TCA COOTBCTCTBYIOHIUC 3allMCH B «)KypH&JI@ yu€Ta CHEMHBIX MAIIMHHBIX

HocuTenel nepcoHadbHbiX AaHHBIX B MBIOY «Slcnu-can «Burtoman».

5. HOpﬂ)IOK YHUYUITOKCHUS CbEMHBIX MAIIMHHBIX HOCHTeeil NMEPCOHAJIBHBIX JAaHHBIX

5.1.

5.2.

YHnutoxenue [1/[H Mpon3BOAUTCS TOJIBKO B CIEAYIOIIMX CIydasX:
obpabareiBacmbie [I/lH moOIek)aT YHUYTOKEHHIO JHOO OOE3TUYMBAHHUIO TIO
JOCTHXKEHHUHU LieJIel 00paboTKU WK B Cllydae yTpaThl HEOOXOAUMOCTH B IOCTHKEHUU
9THX LIEJIeH, ECITU HHOE HE MPETYCMOTPEHO (eiepaaIbHbBIM 3aKOHOM;

[1/IH sABASAIOTCS HE3aKOHHO IOJIYYEHHBIMHU WJIHM HE SIBISIOTCS HEOOXOIUMBIMU JUIS
3asIBJICHHOM 11e711 00paboTKH;

B Ciy4yae BBISBICHHUS HempaBoMepHOW o0padotku I[I/In, ecnm obGecneuutsb
npaBoMepHOCTh 00padoTku [1J]IH HEBO3MOKHO;

B cllydae JOCTIbKEeHHs 1esm 00padoTku [1/]H;

B ciiydae oT3bIBa cyosekToM [1JIH cornacust Ha 06paboTky ero I1JIn u B ciyuae, eciu
coxpanenue [1/]n 6onee He TpeOyercs s nieneit oopadbotku [1]1H.

CMHH, npumenmue B HETOAHOCTh WIM OTCIYKMBIIME YCTAHOBJIEHHBIM CpOK,

MOAJIC)KAT YHUYTOXKCHUIO.

5.3.

Yanuroxxkeane CMHU ocyiiecTBiasieTcs KOMUCCUEN TT0 YHUUTOKEHUIO, HA3HAYEHHOM

npukasom Jlupexkropa YupexaeHusl.

5.4.

5.5.

[Tpu yanuroxennn CMHU HeoO6xoaumo:

yoenuTbes B HeoOxoaumoctu yanutoxenuss CMHU,

yOenuThcsi B TOM, 4YTO YHHUYTOXKAIOTCA TOJbKO Ta uHpOpManus, KoTopas
MpelHa3HayeHa Jjsl YHUITOXKEHHUS;

yanarokute CMHUW  monpxonsmM cnocoOoM, B COOTBETCTBHH C HACTOSIIUM
[TopsinkoM win cnocoOoM, yKa3aHHBIM B COOTBETCTBYIOLEM TpPEOOBaHUU WIIH
pacnopsauTeTbHOM JOKYMEHTE.

[Tpu yanuroxennn CMHU npuMeHsI0TCs ClIeIyIOITIe CIIOCOOBI:

n3Menb4YeHre B OymaropesareinbHON (OyMaroyHWYTOXKWUTEIBHOW) MalluHe — JJIs
JOKYMEHTOB, UCIIOJIHEHHBIX Ha Oymare;

TIIATENTbHOE  BbIMAapbIBaHHWE (C  MPOBEPKOW  TIATEILHOCTH  BbIMApbIBAHUS)
uHpopMallUY, TOJUIeKAIIe YHUYTOXKEHUI0O — JJIS COXPAaHEHHS BO3MOXHOCTH
00pabOTKU UHBIX IaHHBIX, 3a)UKCUPOBAHHBIX B IOKyMEHTE;

U3MeNbYeHHEe B CHEIHATBbHON MYJIbTUPE3aTeNbHOW (MYJIbTHYHHUTOXKHUTEIHHOMN)
MaliuHe Wik U3nYecKoe YHHUUTOXKEeHHE (pa3pylieHne) HocuTened unpopmanuu —
s CMHMU Ha onTHYecKuX IUCKaX;

¢busnueckoe ynuuroxenue yacteit CMHU — paspyienue wnm cunbHas gedopmarus
— JUIsl HOcWTened WHQPOpMAIMU HA YKECTKOM MAarHUTHOM MAHCKe (YHUYTO>KEHHUIO
MoJANIe)KaT BHYTpEHHHE NOUCKU U MuKpocxembl); SSD-muckax, USB- u Flash-
HOCUTENAX (YHUUYTOXXEHHUIO TOMAJEKAT MOIYIM M MHKPOCXEMBI JOJTOBPEMEHHOM
MaMsITH);

CTHpaHUE C TIOMOIIbIO CePTUGHUIIMPOBAHHBIX CPEJICTB YHUUTOXKEHUS HHpopManuu —
JUIs 3amucel B 0a3ax JaHHBIX U OTACIBHBIX JOKYMEHTOB Ha MAIlIMHHOM HOCHUTEIE.
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5.6. Ilo pesymbratam yHuuTOo)keHus CMHM xommccuedr  cocraBiseTcss «AKT
YHUYTOKCHUS CHEMHBIX MAIIMHHBIX HOCUTENECH MEepPCOHAIBHBIX IaHHBIX», (opMa KOTOPOTO
ycranoBneHa B [Ipunoxennu 2 k nHacrosimemy [opsaky.

6. OTBEeTCTBEHHOCThH

6.1. OrtBercTBeHHBIM 32 XpaHeHue, yuet u Boiiaay CMHU, sBnsiercs OTBETCTBEHHBIH.

6.2. Bce pabotHuku Yupexnenus, ucnonpdytomme CMHU u OTBeTCTBEHHBIH HECyT
OTBETCTBEHHOCTb 33 HEHAJUIEXKAIllee HCIIOJIHEHWE WM HEUCIOJHEHHE CBOMX O00s3aHHOCTEH,
MpelyCMOTpPEHHbIX HacTosiiuM [lopsakom, B mpexaenax, ONpEAEICHHBIX JEHCTBYIOLIUM
3akoHoarenscTBOM Poccuiickoit @enepanun. 3a HecobmoaeHre TpeOOBaHUI 3aKOHOJATEILCTBA
Poccuiickoit @enepauuu TpeaycMOTpeHa Tpa)JaHCKas, YroJIOBHas, aJMUHHUCTPATHUBHAS,
JUCHMIUIMHAPHASL OTBETCTBEHHOCTb.

7. CpOK JeHCTBUA U MOPAAOK BHECCHUSA U3MeHeHnH

7.1. Hacrosmuii Ilopsiiok BCTymaer B CUIy ¢ MOMEHTA €ro YTBEP)KICHHS U JIEHCTBYET
OeccpodHo.

7.2. Hactosmuit [Topsaok MoIexKUT MepecMOTPY He peke OJHOTO pa3a B TPH Toja.

7.3. V3MeHeHUWs W JOTOJHEHUs B HacTosimuid [Topsimok BHOCSTCS mpuka3oM Jlupekropa
YupexaeHus.
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D®OPMA

)Kypﬂa.ﬂ yYueTra CbEMHBIX MAIMHHBIX HOCHTeJeil MNEePCOHAJTBHBIX JTaHHBIX

B MB1OY «Scaun-can «Buroma»

[Mpunoxenne 1

K MOPS/IKY OOpaIIeHUs CO CheMHBIMHU
MaIIMHHBIMUA HOCUTEISIMU TIEPCOHATBHBIX

JaHHBIX

Howme; Pacnrcka B noiy4eHuun
HE (ce HﬁHEIﬁ/ = Toanucs Jlata u HOMED
— | Tun HOCHTENS P . OTBETCTBEHHOI'O Mecto xpaHeHus [Ipumeuanue aKTa
n/n VHBEHTAPHBIN 015(0) [ara Ilonnuce
) auua YHUUTOXXECHHUS
1 2 3 4 5 6 7 8 9 10
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[punoxenne 2

K TIOPS/IKY OOpaIieHus CO CheMHBIMHU
MaIlMHHBIMU HOCUTENSIMU MIEPCOHANTBHBIX
nanaeix B MBJIOY «Scnu-can «BuTommay

DPOPMA
AKT

«_» 20 T Ne

nrt YepHomopckoe

06 YHUUTOKCHUU CbEMHBIX MallIMHHBIX
HOCUTENeH NEPCOHAJIbHBIX TaHHBIX

Komuccust B cocrase:
[Ipencenarens:

YsieHbI KOMUCCHUHU:

COCTaBWJIM HACTOSIIUHN aKT O TOM, YTO B PE3YJIbTaTE MIPOBEACHHOM IKCIIEPTHOMN OLIEHKH IO IeKAT
YHUYTOXKECHHIO CIICIYIONINE ChEMHBIC MAIIMHHBIC HOCUTENN MTEPCOHAIBHBIX TaHHBIX

e Jara okoHuaHuUs1 CpOKa 0OPaOOTKH YueTHblil HOMEP CbEMHOI'0 HOCUTENS WIH
H/;I 3a(h)UKCHPOBAHHBIX HA HOCHUTETE HalMEHOBAaHUE TEXHUYECKOI'0 CPECTBA, Ha [Tpumeuanue
MIEPCOHAIBHBIX JAHHBIX KOTOPOM YHHUYTOXKAIOTCS (haiiibl
1 2 3 4

Bcero ceeMHBIX HOCUTEIIEH

(undpaMu U NPONUCHIO)
Hepe‘II/ICHeHHHC CbEMHBIC HOCUTEIN YHUUTOKEHDI ITYTEM

(MEXaHMYECKOTO YHUUTOKCHUS, CKUTAHMUS, pa3pe3anus, 1eOPMUPOBAHUS U T.I1.)

[Ipencenarens:

YJ1eHBI KOMUCCUH:







